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The initial challenge:The initial challenge:
““IdentityIdentity”” is changingis changing

IT puts more HighTech on ID cards
Biometrics to bind them closer to a human being
Chips to add services (such as a PKI)

Profiles may make the „traditional“ ID concept obsolete
People are represented not by numbers or ID keys any more but by
data sets.
Identities become “a fuzzy thing”.

New IDs and ID management systems are coming up
Mobile communication (GSM) has introduced a globally interoperable 
„ID token“: the Subscriber Identity Module
Ebay lets people trade using Pseudonyms.

Europe (the EU) consider joint ID and ID management systems
European countries have different traditions on identity card use
Compatibility of ID systems is not trivial

…



07/12/2004 4

Why an EU FP 6Why an EU FP 6
Network of Excellence? Network of Excellence? 

Consequences of “new” IDs are unclear
Privacy
Security
Forensics
…

“Change” Trends come from different fields and disciplines
Different disciplines see “Identity” in a different way

Joint work will promote the European Information Society
Joint learning from “ID know-how” of different disciplines

⇒ NoE FIDIS:NoE FIDIS: An international interdisciplinary Network of 
Excellence on the Future of IDentity in the Information 
Society (2004-04-01 – 2009-03-31)
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FIDIS ParticipantsFIDIS Participants
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SIRRIX Security 
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VisionVision

Europe will develop a deeper understanding 
of how appropriate identification and ID 
management can progress the way to a 
fairer European information society.

Exploration
of the relationship between identification and 
identity in a high tech environment and

implications for the workings of democracy and 
rule of law in the European ‘Area of Freedom, 
Security and Justice’ (Art. 29 Treaty of the 
European Union)
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What can FIDIS offer (to EuropeWhat can FIDIS offer (to Europe)?)?
What do we want to achieve within (the next) 5 What do we want to achieve within (the next) 5 
years?years?

Being a respected expert player (pool of experts) in the 
identity discussions
A collection of Information

ID Management systems
ID regulation (legislation and case law)
How they are used
…

Expert publications (Deliverables)
Influencing the scene

Research Institutions
Scientific Communities
Standardisation Bodies
Advanced decision makers
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Joint Research Joint Research 
Topics/ActivitiesTopics/Activities

„Identity of Identity“
State of things, taxonomy

Profiling
Interoperability of IDs and ID 
management systems
Forensic Implications
De-Identification
The HighTechID
Mobility and Identity
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Inventory of Topics and Inventory of Topics and 
ClustersClusters

Definitions of terms from different 
perspectives:

Philosophical, technical, legal, security,…

Situated with cases, studies and 
scenarios, connecting the different 
terms and disciplines (work in 
progress)
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ExamplesExamples of Identity of Identity 
ConceptsConcepts

1. The I, the Implicit Me, and the 
Explicit Me

2. Three Tiers of Identity
3. Identities and Territories (Contexts)
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The I, the Implicit Me, and The I, the Implicit Me, and 
the Explicit Methe Explicit Me

The I
The indeterminate first 
person perspective

The implicit Me
The potentially 
representable identity

The explicit Me
The identity managed 
by digital 
infrastructures

[ICPP 2003]
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Three Tiers of Identity Three Tiers of Identity 
[Durand 2002][Durand 2002]

T1: The personal Identity
Inner and timeless
Controlled entirely by the person

T2: The corporate (assigned) Identity
Related to a particular context only

T3: The marketing Identity
Abstracted or aggregated
Not attached to an individual (profiling)
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IdentitiesIdentities and and TerritoriesTerritories
((ContextsContexts))

Contextualisation

Identity facets Partial Identities Territories / Spheres

Several partial identities (activated in context)

Sometimes need to isolate these partial identities
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Database IMSDatabase IMS
MotivationMotivation
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Database IMSDatabase IMS
ExamplesExamples

E.g. Single Sign-On:
Microsoft Passport
Liberty Alliance (in spec. process, > 150 companies 
involved)
Yodlee

Form Filler:
Mozilla Navigator, DigitalMe, CookieCooker

E-Mail Client: Outlook Express 
Usage:

Big user numbers only when integrated such as 
Microsoft Passport (200 million accounts, 3.5 billion 
authentications per month, 91 websites supported)



07/12/2004 19

Database IMSDatabase IMS
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Microsoft Passport SSO centralised 4 4 2  1.5  1.5 0 1 0 Paid by partner sites
Liberty Alliance SSO federated 4  2+X X 1.5+X 1.5+X 0  2+X 0 Paid by partner sites
Yodlee SSO centralised 4  3.5 4  3.5 2 0 1 0 Presentation / Promotion
Mozilla Navigator Form Filler federated (client) 4  4.5 4 2 3 0 3 0 Open Source
Digitalme Form Filler centralised 4  3.5 2  2.5 3 1 1 0 Presentation / Promotion
CookieCooker Form Filler federated (client)  4.5 2 3 2  3.5 1 2 15 € Paid by user
Outlook Express Mail Identities federated (client)  3.5  4.5 5  1.5 3 1 3 0 Part of MS Windows
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First Results of IMS ComparisonFirst Results of IMS Comparison

Main goal: usefulness
Deficiencies concerning privacy and security
functionality, 
and if realised: usability problems
Digital evidence is not addressed (lack of liability / no 
non-repudiation), no support for law enforcement
Identity theft is not prevented
Little functionality, limited purposes
No general solutions, no standards
Trustworthy computer systems and infrastructure are 
still missing ⇒ no trustworthy and secure IMS possible
Business models:
Service and software mostly free for users

Today’s IMS: Playground for users & service providers
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Summary and OutlookSummary and Outlook

Europe (& the world) are in the 
middle of a silent “identity 
revolution”.
Identity has many facets
FIDIS convenes leading institutions in 
this area
More on www.fidis.net


