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The Initial challenge:

“ldentity” Is changing

O

O

O

IT puts more HighTech on ID cards
B Biometrics to bind them closer to a human being
B Chips to add services (such as a PKI)

Profiles may make the ,traditional” 1D concept obsolete

B People are represented not by numbers or ID keys any more but by
data sets.

B Ildentities become “a fuzzy thing”.
New IDs and ID management systems are coming up

B Mobile communication (GSM) has introduced a globally interoperable
1D token®“: the Subscriber Identity Module

B Ebay lets people trade using Pseudonyms.

Europe (the EU) consider joint ID and ID management systems
B European countries have different traditions on identity card use

B Compatibility of ID systems is not trivial
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Why an EU FP 6
Network of Excellence?

[0 Consequences of “new” IDs are unclear
B Privacy
B Security
B Forensics
rl

0 “Change” Trends come from different fields and disciplines
B Different disciplines see “ldentity” in a different way

[0 Joint work will promote the European Information Society
B Joint learning from “ID know-how” of different disciplines

= NOE FIDIS: An international interdisciplinary Network of
Excellence on the Future of IDentity in the Information
Society (2004-04-01 — 2009-03-31)
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Vision

Europe will develop a deeper understanding
of how appropriate identification and 1D
management can progress the way to a
fairer European information society.

Exploration

B of the relationship between identification and
iIdentity in a high tech environment and

B implications for the workings of democracy and
rule of law in the European ‘Area of Freedom,
Security and Justice’ (Art. 29 Treaty of the
European Union)

]
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What can FIDIS offer (to Europe)?

What do we want to achieve within (the next) 5
years?

Being a respected expert player (pool of experts) in the
identity discussions
[J A collection of Information
® ID Management systems
B ID regulation (legislation and case law)

® How they are used
]

Expert publications (Deliverables)
Influencing the scene

B Research Institutions

Scientific Communities
Standardisation Bodies

Advanced decision makers

O O
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Joint Research
Topics/Activities

,ldentity of ldentity*
B State of things, taxonomy

Profiling

Interoperability of IDs and 1D
management systems

Forensic Implications
De-ldentification
The HighTechlD
Mobility and ldentity

I
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Inventory of Topics and
Clusters

Definitions of terms from different
perspectives:
B Philosophical, technical, legal, security,...

Situated with cases, studies and
scenarios, connecting the different
terms and disciplines (work In
progress)

07/12/2004 11 é_%

iy
\!ll



Agenda

Why FIDIS?
Who is FIDIS?
FIDIS Aims & Scopes

First Results

Summary and Outlook

07/12/2004

12

Prs



Examples of ldentity
Cconcepts

1. The I, the Implicit Me, and the
Explicit Me

2. Three Tiers of ldentity

3. ldentities and Territories (Contexts)

I
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The 1, the Implicit Me, and
the Explicit Me

1 The |

B The indeterminate first
person perspective

The implicit Me

B The potentially
representable identity

The explicit Me

B The identity managed
by digital
iInfrastructures

[ICPP 2003]

07/12/2004 14 ﬁ
? £



Three Tiers of ldentity
[Durand 2002]

T1: The personal ldentity
B Inner and timeless
B Controlled entirely by the person

T2: The corporate (assigned) ldentity
B Related to a particular context only

T13: The marketing ldentity
B Abstracted or aggregated
B Not attached to an individual (profiling)

& 5
-~ -
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Identities and Territories  ( *
(Contexts)

Contextualisation 0O ::>

_ Identity facets |  Partial Identities | | Territories / Spheres |

[ISeveral partial identities (activated in context)

BSometimes need to isolate these partial identities
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Database IMS
Motivation

| permit from the outside

Problem Solution Concept State of the Art?|
Confusing and Password Management / +
inconvenient handling Single Sign-on;
of my different Form Filler +
“identities”

Anonymity as basis, on top: -
Little knowledge of what Controllability of data flow and )
others know about me of privacy preferences;

Reputation Management +
Little control about what Reachability Management +

Little legal liability,

no protection against
Identity Theft

Authenticity
supported by -
infrastructure
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Database IMS
Examples

0 E.g. Single Sign-On:
B Microsoft Passport

B Liberty Alliance (in spec. process, = 150 companies
involved)

B Yodlee
0 Form Filler:

B Mozilla Navigator, DigitalMe, CookieCooker
[0 E-Mail Client: Outlook Express
[0 Usage:

B Big user numbers only when integrated such as
Microsoft Passport (200 million accounts, 3.5 billion
authentications per month, 91 websites supported)
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Database IMS

W N W o]
[ T s local merest
N [ W [ ¥ | ressimm
w | W | 7 | 7 | 2 | [aneee how o sam g mtematon §coes
X
i 14 YLy im|m
NN W m
O
f photPaint Yy N |[w|n
[utomated seconnt oo nd user 1D
[anagmeste (raueiy ke cgas: CpanPrhacy L R T
Mwuu-wmmw ] sk pooti otcumaton
[ [ T 0 T T ; :
T o o | oo e CRSAEREAES
01 | 10 | [ por, et seevomn i phamon T
- i . LY LM 0 ] erowser with oamai chent
. e o [Pt e Privacy Proferances (P3P - sarcd
: (ELH | LW ! R NN |m 0 | W | focmanng pivacy peices | P28 ereersnce
] L mlwlwln|N Cm--—umautaa'ah-im-\dgm
v ] [ =l |same patents
LA ¥ N | W [ W[ n | [mege
LB T I cis an & waardives sormaon biokes between
[ B T 0| M| W | N | e consumer st s wetsts suppens FIP ans
W | | (n| v | [molmens S0AF and sucoons relvan sandards [eockm maragerment
¢ fruch s Sami [erpt sehe stwre b eyt dmerppter
W W [ (0] W | [Vercus P¥I proveiens N|N|uw|[*|HN
v | | v | w | [Controlof peronal nkrmation resented o e ——
et e pr ) Pecependert e cpen arsiem i iavcpasaes
1 z - s o . v w || w|n
|Lsers can specty ine vendors iom whem Ty wah| pits Nt Passpon and L
N[ Mg | ) | o reces communcaton in advertaing space on vyl n | wlwln h-wmmhmmums
five e feonter:
W | | v | o | [omemenensie concept based cn IDMAN. | [ herws cagarreastiors o autcrrateaty contor the /s
¥ [SSONET eic NN | M| N | ¥ | |[sreuton confdentaity. and retenton of e-mad S o ~
[ T z - e o anwrmerts & A
Ll L I O B ey T mages teatry o parional SIS Tt & et s & o & /S
W ey | v reachabity ' _panemtied o sarvcs provoes ___ 5 S ~ oy
" = [ deciucns based $ s /S
1. M lnt's P2 poiiey g & & $ /e
5 [iaduer st s e pecvionng e sgron <& & () @
) gl O T N R ] ] ity ool g Lo |
[prev i tn custemar Lt
" m?w“m;‘.&ww‘g:n::“ I 1 primsruciae juippons PIF) Microsoft Passport [SSO centralised Paid by partner sites
| ot g 500 pasword — lpvivacy Network. open | 7 wln|[m|mln :gﬁmfwmmwd’!’m Liberty Alliance _|SSO federated Paid by partner sites
W | | paentcaton can win agtal 1gratee [Yodiee X centralised Presentation / Promotion
N | Danng agency Private Crodestials Open | CE m| N | MY N 10 e ety of new hoider Mozilla Navigator [Form Filler _[federated (client) Open Source
[Berveses mciue soam Blocking cockee IR V0 (RACIO V] P Ioe e orivee Digitaime Form Filler _|centralised Presentation / Promotion
N WM™ i 9 ana Intemet |CookieCooker Form Filler _|federated (client) Paid by user
! ! g danvice Asbtarm A [Outlook Express _[Mail Identities [federated (client) Part of MS Windows
nw|mlm gherpperemting bk [ ussommer buy and recere progucis winca
| B v Isadezone ww |y feresiog i eames. aavesses. o cans
- Proviies sreneatiot wih s s onk wet s 2 the e
2 | [prandan when dstnes wer auness
mwmmmumw s 00 | 0| W] o0 | | [ements o stsoute miamason ML
N[ N[0 | (¥ | (i biock kats, mut-msponden, dfferent a-mad | Ponumenn
faomaies. and agtal sgnane
NN n]|w fhecrotmaker N w| N m|w
[0 I + !
Open | ¥ N oW
S — i — [es|[v ]
pro sesoryms_ e i [seie] | x | w | 0 [ o0 | [emertcencn s suponaston =aragrment nd
| ] [Eueports rees it Lonar sharng and convomed
N[N || Y| land receive posucs wiRout revealing names, Shitibcieth. Opan | Comet ¥l | o | ¥ | M| fectess o wet wvmiatin sereces with privacy inks
[acsdesaan, or crece cang nformaton  the 1 ! jrondior ko the e
| e Oowe [ Conre | | W | W | N | ¥ | 0 | [Rnmt e ot ws ad nes
5% o - e
| Fiapresents provden far doman name regstaon
Profile Open | Bere MM N o] | e ag uw;sqwl Nlw N[y ml
fre sty ! | Jeontacts tom acvertsers n reation 1o these e {Dyson 20000
Open [Sarver| | ¥ | M | N | pn | w | [Rcounteanagene wd cgansaton darely
o et
Foon Open | CiS L) | N N |[m|[N E51 centt 0 A i 3 T I | [ 5 Wt Resdence semuaton win chat
- Py 1
Fartaros ickets Open | C5 Y | N[N|[N]|n o gt m\lmnhum smugton wih chat
Wayiote Trust management | Open | C7% a7 )| e e e gt ok st oout 'mumn\mwm
Open | % Y | N[N - poprg iy e
MNotas Open | OB ¥ [ e Lo | e e e =
T romramre [rrms = et the oratrg ~oteie teeshony
M""’ Open | Bervee ¥ NN | MmN o p R prévanmici o provde svdence of darety avd

frcsin tor crgae

07/12/2004

19

4




First Results of IMS Comparison

¢

‘ AU

Today’s IMS: Playground for users & service providers

Main goal: usefulness

Deficiencies concerning privacy and security
functionality,
and if realised: usability problems

Digital evidence is not addressed (lack of liability / no
non-repudiation), no support for law enforcement

Identity theft is not prevented
Little functionality, limited purposes
No general solutions, no standards

Trustworthy computer systems and infrastructure are
still missing = no trustworthy and secure IMS possible

Business models:
Service and software mostly free for users
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Summary and Outlook ([*
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Europe (& the world) are in the
middle of a silent “identity
revolution”.

1 ldentity has many facets

FIDIS convenes leading institutions In
this area

More on www.fidis.net

I
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