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PRIME goals

In the Information Society, 
users can act and interact 
in a safe and secure way 
while retaining control of 
their private sphere.

⇒ User-controlled identity 
management
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PRIME – Privacy and Identity 
Management for Europe

A Holistic Approach
– Legal, Social & Economic Framework
– Architecture
– Prototype implementation of architecture & user interface
– Application demonstrator (Collaborative eLearning, LBS)
– Tutorials (general public, end-user, experts)
– Research in all areas

User-Controlled Identity 
Management is Possible!
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Driver's License

Insurance

Cars

Identities – The Big Picture

Transaction example:
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Driver's License

Insurance

Cars

What is needed?

Roles Attributed based access 
control 
Policies towards users
Enforcement of policies
Change of business 
processes

Privacy policy
Data minimization
Easy management of partial 
identities
Usable interfaces

(Anonymous Communication) 
Infrastructure
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Credentials – the key enablers

Driver's License

Insurance

Cars

TTP
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Trust establishment:
attribute and policy exchange

Resource access

Assertion request + DHP + Obl Access control

Access control
Release decision Assertion request 2

Assertion & evidence 2

Access control
Verification

Assertion & evidence + DHP’ + Obl’

Access control
Logging

Store assertion

Handle DHP, Obl

Optional
Access control

Verification
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User-side implications

• Human factors
• Data track management
• Credential management
• Preference authoring and management
• Trust management
• Reputation management
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Data Track
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Credential management: example
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Services-side implications

• Fine-grained 
access control

• Obligation management

• Policy negotiation

• Policy compliance check 
and feedback
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System implications

• Sticky policies and preferences
• Cryptography
• Ontologies
• Data modelling
• Linkability/anonymity
• Law enforcement
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Project life cycle

• We are now on cycle 3

Prototypes

Evaluation

Requirements

Framework

Architecture

Tutorials

Research

Kickoff: 
Education &
Common Ground

Research
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Conclusion

• All-embracing approach is the key enabler
• Legal, socio-cultural and economic context
• Single over-arching technical architecture
• Research & prototyping

– Fundamental: ontologies, cryptography
– Applied: user-side, services-side
– Integration and validation

• Wide variety of stakeholders and participants: 
– Research institutions 
– System vendors 
– Enterprise users
– Data Protection Authorities
– Standardization
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Further information

• www.prime-project.eu

• The PRIME project receives 
research funding from the 
European Union’s Sixth Framework 
Programme and the Swiss Federal 
Office for Education and Science.


