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PRIME goals

% In the Information Society,

users can act and interact
.~ In a safe and secure way
@# R while retaining control of

\ 8 their private sphere.

= User-controlled identity
a management
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PRIME — Privacy and Identity
Management for Europe

User-Controlled Identity |
Management is Possible! @ e S |

A Holistic Approach
Legal, Social & Economic Framework

Architecture
Prototype implementation of architecture & user interface

Application demonstrator (Collaborative eLearning, LBS)
Tutorials (general public, end-user, experts)
Research in all areas
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Identities — The Big Picture

Transaction example:
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What is needed?

Attributed based access
‘control

;olicies towards users
~Enforcement of policies

Change of business
processes

Privacy policy
Data minimiza
Easy manag
identities

Usable interfaces

Infrastructure

PRIME
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Credentials — the key enablers

Driver's License
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Trust establishment:
attribute and policy exchange

Resource access

Assertion request + DHP + Obl Access control
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A

Access control
Release decision Assertion request 2

o“a&

. . : Access control
Assertion & evidence 2 O’Q\'\

A

Verification

Access control Assertion & evidence + DHP’ + Obl

Logging Verification
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Access control
Store assertion
Handle DHP, Obl

. L+ Www.prime-project.eu IST Helsinki




User-side implications

e Human factors

e Data track management

e Credential management

e Preference authoring and management
e Trust management

e Reputation management

E PRIME Identity Manager ;lglil

Identity

tPRIME Manager
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Data Import { Trust Personal PRIME Security H.I
Track ] Synchronize Status Data. Settings Feed elp

Manage Privacy Settings:
= A Edit Role: e‘-

2y [E] PrivE Ancnymous ~]
PRIME @ y Set Default
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Data Track

'__]' file:// - Prime - Data Track - Mozilla Firefox
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Cuick demo

File Edit Setktings ‘iew Passwords — Simulations  Assistance  Help

My Data Track... R

‘!.‘,.:“E‘ Set DefaLlt Roles...
7 Help

© PRIME Identity Manager...

X‘ Close
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Here you can see who knows your data
and get assistance with data comrection or removal

- Data Trac

~ Search
Maore search options
'y I rSearch on name, dakte etc, )
= wWho have recieved infarmation about my Iname j ?

{~ What data about me has | Select a recipient

j recieved?

Search

~ Browse Resulks

sedrch answer...

Record Slider | Recard list | Special view | Copied records

[ Include transactional pseudonyms even if no data have been sent
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Credential management: example

File Edit Wiew Go Bookmarks Tools Help 4
- L‘> B (X [a http:jcomojidemixfhealthcare_catalyst/catalyst_login.html ] @ co |[GL |
[ | Firefox Help %= Firefox Support BllPlug-in FAQ
| 7 . = )
- 1 |Gl search - eck + "R AutoLink ] AuteF S Subscribe - ions
Google |G| search Check B Opt $
Proxy: Lapply ZEdit §@Remove [Add [Status: Using None] £ preferences
Health Information Portal Search
How does identity mixer work ? Home Health Archives Health solutions Health Statistics About us
ABOUT THIS DEMO PERSONALIZED HEALTH INFORMATION LOGIN
) The personalized health information is based on certified health information which is critical for a valid feedback and
| In this dema we present a health care . . - . " .
i prescription. Below you can login anonymously, by simply demonstrating that you have a valid heath insurance
use case for identity mixer {icemix). . . . : . . .
G il from a reputed organization.Your privacy is very important to us, therefore we require no other information to be
3 .mg acc,%,u G B e submited to be able to log into the system. You can do this by using our identity mizer (demix) enabled system.
to give a reliable and safe automated
diagriosis and fesdback. We show Policy for logging into a member area of website
hc!w we can use credentials in @ . You must demonstrate that you have s Fievehate s reque;ting ir;‘ormation‘ |
privacy preserving manner to achisve
this goal, health-info.com f
For more information about the Health Information Inc.
different functionalities and details New York, NY, USA
please check our identity mixer (idemix) .
—— Verified by SecureCA
Technical Information Who is health-info.com? r
Health Portal Flow Condensed Privacy Motice. 4
Reply with
Choices from & previous session 3
| Manual selections
| ' Purpose: Login requirement. |
Obligations: Data will be erased on 1.31.2007.
- Proceed l [ Cancel
Recipients: Mone. 1 L=
: Select a credential to satisfy the request:
=
|;- q IDCard.Companylnsurance Recommended
| o
T T ; - = T i | il 2
|| Done [ h@ ol vowswl 5 vyl « || PRIME || Proxy: None |ep|©
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Services-side implications

e Fine-grained

Obligation
acCcess ContrOI Obligations Obligations [l Obligations Management
Monitoring Scheduling Enforcement System

e Obligation management \‘}/ 3y

//

Data Admlns

Subjects
e Policy negotiation \

e Policy compliance check N\ [T
Personal
and feedback Data (Pll)
Data store

. PRIME
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System implications

e Sticky policies and preferences
e Cryptography

e Ontologies

e Data modelling

e Linkability/anonymity

e Law enforcement

- PRIME
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Project life cycle

e We are now on cycle 3
Requirements

Framework

Tutorials

Architecture
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Conclusion

All-embracing approach is the
e Legal, socio-cultural and economic context
e Single technical architecture

— Fundamental: ontologies, cryptography
— Applied: user-side, services-side
— Integration and validation

. of stakeholders and participants:

— Research institutions

— System vendors

— Enterprise users

— Data Protection Authorities
— Standardization

. PRIME
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Further information
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e The PRIME project receives
research funding from the
European Union’s Sixth Framework

Programme and the Swiss Federal
Office for Education and Science.

PRIVACY AND IDENTITY MANAGEMENT FOR EURDPE
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