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Foreword
FIDIS partners from various disciplines have contributed as authors to this document. The
following list names the main contributors for the chapters of this document:

Chapter Contributor(s)

1,3,45,6 Els Soenens

2 (Decisions made | Mireille Hildebrandt, Martin Meints
during the workshop)
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1 Executive Summary

This is the report of the workshop on Aml, RFID and profiling, helt at the Vrije Universiteit
Brussel at 20.01.2006. This second workshop of WP 7 was organized as a kick off meeting
to prepare for the report D7.7 on RFID, Aml and Profiling, to be submitted by the end of July
2006.

Note: This section is mandatory for all deliverable and should help to get an overview of the
topics covered in the document.
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2 Decisions made during the workshop

In the following sections the presentations of the various participants are made available,
starting with a summary of the issues that were highlighted by participants in their abstracts as
relevant for D7.7. It also includes a draft for the contents and structure of the report.

In this section the decisions made regarding the contributions to the report by various partners
are summarised, including the major issues to be dealt with per chapter.

2.1 Editors, internal reviewers and time table

The editors of the report will be Martin Meints (ICPP) and Mireille Hildebrandt (VUB).
Claudia Diaz and Denis Royer will take care of the internal FIDIS review.

The following time table was agreed:
e 15 March abstract

e 15 April 1st version contributors

e 1 May comments editors

e 15 May final version contributors

e 1June final version report; internal review
e 15June comments internal reviewers

e 1July off to the Commission

2.2 The structure of the report

Below we summarise the general outline for the report, including a set of issues identified as
relevant within one or more chapters, by FIDIS partners. It will evidently not be possible to
deal extensively with all the issues, but they should serve as indications of the focus of the
relevant chapters. At the same time the enumeration of relevant issues is by no means
exhaustive. It seems obvious that many of the social aspects are directly or indirectly related
to the technological and legal aspects, demanding cross-border references between the
chapters.

2.2.1 Chapter 1: Profiling Aml and RFID

In this chapter the emphasis will be on the link between RFID, profiling and Aml. We will
introduce the way in which RFID may develop into one of the preconditions for Aml, due to
the production of data that will allow profiling. After elaborating a shared working definition
for RFID, the emphasis will be placed on the RFID-system that allows the collection and
processing of RFID-related data. It will be made clear how both the RFID-system, mobile

[Template], Version: 0.10 Page 8
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communication and readers that trace RFID tags and linked subjects in their environment, will
enable the kind of tracking for the offline world that we are already familiar with when online.

The chapter will include 2 or 3 examples of existing, planned or tested solutions to elaborate
the links between these topics and key issues of RFID as such. ICPP will elaborate the
example of the Metro future store, KU will elaborate an example of supply chain tracking and
GUF will provide an example relating to LBS . On top of that IPTS will develop two future
scenarios with possible relevance for the legal chapter (especially liability issues). The
examples and scenario's are meant to illustrate the links between RFID, profling and Aml and
should include a first impression of the social implications (risks and benefits) of RFID
technologies.

Relevant issues at this point are:

e explain what kind of identification is possible and necessary within an RFID-tagged Aml
environment?

e explain how checking and matching with centrally stored data implies the creation of a
database infrastructure, which will enable massive profiling;

e explain how AmlI both presumes and produces an extensive profiling infrastructure;

e explain how LBS (that can be seen as a forerunner of Aml) can be based on RFID
location data;

e explain the risks of illegal data transfer and data laundering, due to the lack of effective
transparency;

e could it be that targeted servicing, LBS and Aml will raise the level of spam without
delivering promised benefits that outweigh the disadvantages of ever increased
spamming?

e acceptance of Aml and RFID will depend on trust and usability. Consumers don't seem to
'buy’ the ‘consumer focus narrative'; will the required paradigm shift towards Aml
enabling technologies (RFID and other mobile identifications) occur and what could
facilitate such a shift; should we appreciate the attempt to introduce RFID at gadget level
facilitating wider dissemination and function creep instead of a well-informed consensus
on extended use of RFID?

2.2.2 Chapter 2: Technological issues

This chapter will refer to the work done in deliverable 3.7 and restrict its scope to basic
aspects of RFID-implementation, following the TOC for 3.7, to provide an overview on the
possibilities and limitations (including essential security problems) of this technology. The
focus should be kept on Aml-related applications. As far as the reference to 3.7 is concerned
ICPP will contribute, with added input from Mark Gasson of Reading University.

Relevant issues at this point are:

[Template], Version: 0.10 Page 9
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could it be that the introduction of microcontrollers will reduce (or take away) the need to
create a back-end system?

RFID enables (among others) passive authentication (in this case by unrecognised,
indirect identification of a linked data subject). Is it possible to develop Aml environments
that preclude unauthorised access to RFID-devices?

biometrics, RFID and LBS are different, but potentially converging forerunners of Aml.
Biometrics and RFID are more on the side of passive authentication driven scenarios,
traditional LBSes are potentially more on the track of using identity managers for Aml-
services. The borderline between passive and active authentication is important, as today
we don’t know any technical safeguards against passive authentication as far as we don’t
try to implement something like data management (which sensor, when and where
received this data?) for any sensor data (DRM-like approach) on earth.

will Aml function with pseudonyms?RFID seems to focus on the tracking of things. How
could this imply or facilitate the tracking of persons?

in which ways are supplementation and/or modification and of tag data possible by the
data reader?

do RFID-technologies enable the realisation of the data minimisation principle, the
finality principle and the principle of accuracy of data (reference to the legal chapter)?

who is data controller in the smart home? If the rfid system includes online connections
with service providers, are they data controllers and/or is the software provider data
controller? To what extent can the user control the data?

explain briefly that since profiling enables selection (D7.2) it also facilitates
discrimination, while the lack of effective transparency enables undetected unjustified
discrimination

2.2.3 Chapter 3: Legal issues

Keeping in mind the work done in deliverables 7.3 and 7.4 this chapter will focus on the
applicability of data protection legislation (contribution of ICRI) to data provided by RFID
applications within AmI environments, and to issues around liability (contribution of TILT),
possibly extending to issues concerning criminal law and forensics (TILT).

Relevant issues at this point are:

we should at least supply a survey of applicable legislation, referring to D7.3 and the first
SWAMI-deliverable; if LBS is a forerunner of Aml and RFID is one of its enabling
technologies it should be interesting to check the applicable legislation (like the ePrivacy
Directive 2002/58/EC) and discern differences between LBS and Aml — relevant for the
legal protection

Data minimisation principle: explain the tensions between the data minimisation principle
and RFID enhanced targeted servicing, LBS and Aml environments.

[Template], Version: 0.10 Page 10
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e PII: In which case, at what point is data collected PI11? What happens to the applicability
of the Data Protection Directive, if any (trivial) data (after being combined with other
data) can produce (become) P11?Consent: Does data protection legislation protect against
unrecognised readability of RFID-tags, especially relevant in the case of massive
introduction of RFID for passive authentication? How should we prioritize
enabling/disabling mechanisms and/or kill-command withdrawal of consent?

e lllegal data transfer and data laundering (reference to SWAMI) - due to the lack of
effective transparancy — need legal protection; what is the role of the protection of
databases by intellectual property rights in the lack of transparancy here?

e Privacy: (When) do people have a right to anonymity/pseudonymity? How does RFID
related to the data minimisation principle, the finality principle and the principle of
accuracy of data (reference to the technological chapter)?

e Discrimination: since profiling enables selection (D7.2) it also facilitates discrimination,
while the lack of effective transparency enables undetected unjustified discrimination,
which effective legal protection is available and what happens if decisions are taken on
the basis of false information and if data are forwarded to third parties without knowledge
of the data subject?

e Consent, privacy, discrimination, liability: at which point (under which conditions) should
supplementation and/or modification and of tag data possible by the data reader (reference
to the technological chapter)?

e Smart home (legal aspects, reference to the technological chapter): who is data controller
in the smart home? If the rfid system includes online connections with service providers,
are they data controllers and/or is the software provider data controller? To what extent
can the user control the data?

e Liability: if we compare to liability issues in the case of PDA’s (liability of the software
provider for the design;, thinking in terms of a user mandate on the basis of a programmed
will), the solutions that are sufficient in that case may not work in an Aml environment,
due to the complexity and fuzzyness of the involved causal chains. Do we need to rethink
conventional concepts of civil — and criminal - law (legal subjectivity, guilt, fault,
representation, attribution of causality)?

2.2.4 Chapter 4: Social aspects

This chapter could be divided into three parts, containing (1) an exploration by IPTS and
ICPP of possible social implications and relevant policy options (2) an integrated perspective
on the technological, formal and informal aspects of RFID-related application in Aml
environments and by LSE, and (3) an overview of academic sociological literature on RFID
in relation to Aml and profiling by VUB.

Relevant issues at this point are:

e RFID seems to focus on the tracking of things. What impact could this entail on social

interactions?
[Template], Version: 0.10 Page 11
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e acceptance of Aml and RFID will depend on trust and usability. Consumers don't seem to
'buy’ the ‘consumer focus narrative'; will the required paradigm shift towards Aml
enabling technologies (RFID and other mobile identifications) occur and what could
facilitate such a shift; should we appreciate the attempt to introduce RFID at gadget level
facilitating wider dissemination and function creep instead of a well-informed consensus
on extended use of RFID? Further elaboration of this issue, as presented in chapter 1.

e discussion of Jiang's 'minimum data asymmetry": ‘a privacy-aware system should
minimize the asymmetry of information held between data owners and data collectors and
data users, by (1) decreasing the flow of information from data owners to data collectors
and users and (2) by increasing the flow of information from data collectors and users
back to data owners’

2.2.5 Concluding chapter 5: Chances and risks of RFID applications in
adaptive environments

This chapter should focus on summarising and linking the diversity of perspectives, detecting

the most important findings in terms of opportunities and risks relating to RFID applications

in adaptive environments. The editors could make this a joint venture, reconfiguring the

mosaic of different disciplinary perspectives into a coherent picture.

[Template], Version: 0.10 Page 12
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3 Important issues and structure of planned report D7.7

3.1 Important issues

The slides underneath give an overview of the important issues which were proposed to be
included into the deliverable 7.7 “Aml, RFID and Profiling’. The issues were discussed during

the workshop.

The slides — and the updates of these slides - will be available on the internal portal, wp 7

section of the filemanager.

Selection of relevant issues
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spamming

= personalised senicing seems o come
down to spamming

minimum data asymmetry, Jiang:

= '@ privacy-aware sysiem should minimize the
asymmetry of Infarmation held befween data
owners and data coliectors and data users, by

= decreasing the fiow of Information from data
owners io data collieciors and users

= Increasing the Sow of iInformation from data
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hacking data
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central data base: disclosure of personal
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= if information encrypied. hacking the riid
reader

minimizing data asymmetry:

= daia minimization principle
= daia feed-back maximisation principle

= first aim at maximum opaqueness
{@anonymity, pseudonymity)
= SEcond: provide maximum transparency

(all data tagged with their chain of origin)

3.2 Proposed structure of the document D7.7

A first proposal of structuring the document was designed by the WP 7 leader, elaborating on
the proposal made by Martin Meints of ICPP, it was discussed and amended during the
workshop by all partners involved in the deliverable D7.7.

The slides underneath — including the updates of these slides - will be available on the internal
portal, wp 7 section of the filemanager.
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5 Program

9.30: Welcome
9.30 — 10.00: Welcome and Coffee in room 4C306

10.00: Technological aspects

Technological aspects

Physical properties, types, systems, security, areas of application How does this link to Aml
and profiling?

ICCP ‘RFID and Profiling’
Martin Meints, Jan Méller

10.00-10.20.

Expertise into:

- Technical RFID implementations and privacy legislational aspects of these implementations.
- Proposed structure for D3.7 and an Aml-related project called TAUCIS.

- Key issues of even simple RFID implementations are from our perspective:

- Remote, unrecognised readability and thus the possibility to use RFID for passive
authentication (lack of consent)

- The link between object or/and subject and RFID

- The need for in most cases centrally stored reference data and thus even in simple
applications the basic database infrastructure for profiling

Proposal:

- chapter to define / describe the link between Aml, profiling and RFID. This should include 2
to 3 examples of existing, planned or tested solutions to elaborate the links between these
topics and key issues of RFID as such. The Metro future store should be one of them, RFID
and LBS is another important issue.

- In addition we probably need scenarios for the future (could probably be a question for Marc
Gasson). This will definitely not be part of D3.7. We have to be careful with the technical
chapter as this should not be a repetition of the planned D3.7. But basic aspects of RFID-
implementation following probably the proposed TOC for D3.7 should be introduced and
explained here to get an overview on the possibilities and limitations (including essential
security problems) of this technology. The focus should be kept on Aml-related applications.
I think we are pretty free in the legal chapter, but we should keep the results from D7.3 and
D7.4 in mind. This chapter could as well serve as a platform for the planned "Holistic Privacy
Framework on RFID".
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- Essential aspects are

(1) purpose for data processing (who is in control of the Aml-environment, for what purpose
it is being used?),

(2) legal aspects of passive authentication (also relevant for behavioural biometrics) and
(3) questions concerning consensus for transfer and processing of personal

IPTS prospects
Sabine Delaitre

10.20 -10.40

Proposal / Expertise:

- General RFID information on description of different classes of RFID and an analysis on the
differences among them referring to infrastructure required, types of applications, operating
environment limitations, need for security, cost/return on investment, and level of cooperation
with other stakeholders

- Overview of technologies which when combined with RFID tags may enhance the use and
adoption of RFID in the European Information Society

- Typology of RFID usage and some scenarios for its illustration
- Standards and discussion on integration, on implications, proc/cons, etc

DAIl-Labor TUB, ‘Context extension for mobile robots with RFID’
Vanessa Varena Hafner

10.40-11.00

- The Mobile Robot Project aims at enhancing the sensory capabilities of a mobile robot
which is equipped with an omnidirectional camera and a compass with an RFID reader. The
mobile robot is exploring its environment and creating a cognitive map of this environment
based on place nodes, inspired by place cells measured in rat brains.

- we are planning to extend the sensory capabilities of the robot with an RFID reader, and
have a tagged environment. Tags can be attached to the floor, doors, different static and
flexible objects, other robots and humans. They can provide the robot with additional
contextual information about its current position in relation to the environment and wit
additional information about objects and other agents.

- Our expertise is in the fields of robotics, Artificial Intelligence, smart interfaces and devices,
and we would like to discuss the abovementioned project in relation with privacy and security
aspects as well s risks and possibilities of these novel devices.

[Template], Version: 0.10 Page 21
File: Fidis_Report_of Workshop_D7.6_final.doc



FIDIS D7.6
Future of Identity in the Information Society (No. 507512)

11.00: Coffee break
11.15: Technological aspects (bis)

Reading 'Embedding Intelligence: Emerging applications of RFID' with a
core focus on implantable apps.

Mark Gasson
11.15-11.35

A host of implications are associated with the continuing introduction of disparate RFID
applications. These include:

- Usability: While historically RFID applications have been industrial in nature,
continuingly new consumer-focussed applications have found some degree of
acceptance. However, the grandiose visions of technologists have to date found little
consumer acceptance, perhaps due to the paradigm shift required in people’s long
established relationship with technology.

- Trust: No single technology will become established in the consumer market
without the trust of its target audience. Currently, few people are aware of the issues
surrounding the use of RFID tags, and as such the slow introduction of the technology
in ‘gadget’ level devices allows for it to be subtly introduced into the public
consciousness. The subsequent familiarity with the technology makes it more difficult
to later comprehend the dangers of mass rollout, with the classic argument ‘I already
have some of these, why will another one hurt?’

- Privacy: One of the biggest dangers associated with RFID technologies is the issue
of ‘“function creep’. Whilst ironically profiling is hailed as one of the greatest
advantages of this technology, allowing for the long purported Aml environments, it is
exactly this issue which may prove to be its downfall.

11.35: Legal Aspects

Legal aspects

Existing legal framework (Data Protection, ePrivacy Directives) How does this link to Aml
and profiling?

ICRI-Leuven 'Privacy aspects of RFID in Aml and profiling"'.
Eleni Kosta
11.35-11.55

- RFID tags can be embedded in objects that are closely related to a person and in this way
they enable her tracking and tracing. Besides that, they can also be embedded directly in a
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person and allow her real and ubiquitous tracing and tracking (hereinafter we shall call the
person who is related to the RFID tag or on whom the RFID tag is embedded as ‘user’).

- Some of the main data protection and privacy concerns

- specific kinds of RFID tags allow the supplementing and modification of the ‘tag
data’ by the tag reader.

- the surreptitious, unwanted individual tracking performed by unauthorised access to
the tag’s disclosed information or memory content.

ICRI can contribute to

- the description of the existing legal framework that could be applied on RFID
technology, differentiating when necessary between the several types of RFID tags .

- Focus on the categories of data that can be stored on and collected from an RFID tag
and the general rules according to which the data should be collected and processed
(data minimisation principle, finality principle, accuracy of the data etc.).

- Data stored on the RFID tag that are used for the location of the user shall be
considered as ‘location data’ enabling Location Based Services. In these cases the
specific provisions of the ePrivacy Directive (2002/58/EC) shall apply.

- the notion of ‘consent’ in relation with the RFID tags and the differences between the
‘enabling/disabling mechanism’ and the “kill-command’ as means of withdrawal of the
consent.

5.1.1 TILT's expertise and relevant issues
Colette Cuijpers.

11.55-12.15

- TILT’s expertise covers a wide range of topics related to developments in ICT,
biotechnology, and other technologies. These developments are studied in the contexts of
important domains of the developing knowledge society, such as e-government, e-commerce,
e-health, ICT regulation, biotechnology and nanotechnology, privacy, identity management,
e-signatures, biometrics, cybercrime, security, intellectual property rights, citizenship and
governance, globalisation, Europeanisation, and ethics.

- A key feature of the institute’s research and educational programmes is the interaction
between legal, public administration and ethics experts, between law, regulation, and
governance, and between legal, technical, and social perspectives. Our research programme is
called ‘Regulation in the Information Society: The Interaction of Law, Technology (in
Particular ICT), and Social Structures’. Attention is given to various dilemmas in balancing
societal interests (security versus privacy; freedom versus ownership of information; etc.).
Using the research results from the perspectives of law, technology, and social values and
relationships, building blocks are formulated for a normative framework for the regulation of
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technology. As you can see, societal problems related to the use of Aml, RFID and profiles fit
perfectly within this programme and is therefore high on our agenda.

Regarding the important issues we think the FIDIS report on RFID, Aml and profiling should
deal with, we have formulated several research questions.

e Identification is necessary. What kind of identification is required for Aml, and what
does this mean for the privacy of the individual?

e (How) can one object to identification? How does identification relate to a right to
anonymity or at least pseudonymity? Are pseudonyms sufficient in relation to the
functioning of AmI?

e What is the relation between the combination of a pseudonym as a handle (identifier)
to a data set and a profile, which also is a data set?

e When exactly is data collected in the sphere of Ami Personally Identifiable
Information (PI1)? Has it always been PII, or is there a moment in time when it
becomes PII by association?

e What about group identification in the case of group profiling? Even though an
individual in a group profile cannot be identified, the identification as a someone
belonging to a certain group can have unwanted consequences.

e Faults within a profile or misinterpretations by Aml sensors can lead to an incorrect
representation of a person or her preferences or characteristics and therefore to a ‘false’
identity, next to her true identity. Can legal decisions be based on both?

e What is identity? How much information constitutes an identity and where does the
boundary lie with mere characteristics? What if the data constituting a person's
identity is not embedded in a file, but is composed of fragments in an open network
environment, or from different sensors, jointly to be perceived as an identity, or at
least as a set of data on the basis of which decisions are made? Is virtual identity the
same as identity in the real world? Is the concept of identity as used in our data
protection laws suitable to accommodate for virtual identities that do not have to relate
to existing natural persons?

e Who is the data controller in the case of in-house Ami? The user herself?

e And who is the data controller if different environmental sensors communicate
amongst each other and with sensors on different individuals, that in turn
communicate with each other? Is there always a central server involved?

A different approach we could take regarding Aml is liability issues. Again we could use
(worst case) scenarios in which decisions taken by Aml lead to unwanted and damageable
situations for the Aml user. In this respect the question arises whether liability issues in the
field of Aml are the same as those relating to (intelligent) agents. Probably other (legal)
problems arise due to different parties and techniques involved in Aml. The use of an agent is
usually confined to a more or less known group of involved parties who can create their own
legal settings by contracts, while the concept of a programmed will is often sufficient to
handle problems. In an Aml environment, which in it’s flourishing days might entail hundreds
of sensors in one's direct environment, not only communicating with the user, but also
influencing each other, responsibilities and causal chains are far less clear. Contractual
solutions are not possible as responsible ‘persons’ are not detectable and a programmed will is
not that obvious. The lack of transparency also forms a problem for tort law. So, the question
arises whether traditional law can cope with liability issues arising due to a large scale
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introduction of AmI? More in general, does the overall and interacting nature of Aml come
into conflict with traditional concepts on which our data protection and civil laws are vested?

VUB: overview findings Swami
Anna Moscibroda

12.15-12.35

SWAMI project (Safeguards in the World of Ambient Intelligence) aims to identify and
analyse the social, economic, legal, technological and ethical problems and issues related to
identity, privacy and security which may emerge in Ambient Intelligence environment. In
order to take into account the major trends in the field, existing Aml projects and studies have
been revised. SWAMI consortium also composed and analysed and the “dark” scenarios, the
aim of which was to expose key socio-economic, legal, technological and ethical risks and
vulnerabilities related to issues such as identity, privacy and security that may emerge from
the deployment of Aml technologies and services, among other also in relation to the RFID
and profiling. Consortium has identified the umber of vulnerabilities relating to Aml. RFID
and profiling brings special attention to the issues like privacy protection, consequences of
inadequate profiling and dependency, digital divide and discrimination.

The next step of the work is to define and study various policy options, which could serve as
safeguards and privacy-enhancing mechanisms.

12.30: Lunch

13.00: Social Aspects

Social aspects

Interoperability, privacy, mobile identity, economic aspects How does this link to Aml and
profiling?

KU ‘Privacy enhancing and secure solutions for RFID tags in the supply
chain’

Albin Zaccato

13.00- 13.20

- RFID in general, tags in packages

- privacy problems
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- PETS, holistic solutions

- Link to the work package 12 proposals of the third work plan.

5.1.2 GUF ‘Mobility, Location based services and economic issues’
Denis Royer

13.20 - 13.40

- Mobility,
- LBS and link to Aml
- Economic issues

- Importance of LBS to Aml.

13.40: Overview literature

Overview literature

A first outline will be presented of the issues detectable in literature on RFID, Aml and
profiling, and of the extent to which different disciplinary perspectives are taken into account.

VUB ‘Overview of the literature collection on Aml, RFID, Profiling and
Identity.’

Els Soenens
13.40 - 14.00

The presentation will explore my individual collection of literature on Aml, RFID, Profiling
and/or Identity. The collection tried to cover a range of various perspectives, from the
sociological, economical, and ethical to the technical and the legal, as well as combinations of
these perspectives. The collection could function as a starting point for an elaborated,
centralised collection of relevant FIDIS resources which would have the advantage of taking
down the walls between the different work packages and disciplines.

As an introduction and without claiming its value as a database, the methodology used to set
up the collection of literature will be revealed. Secondly, based on data filtering application in
some general tendencies of the collection are presented.
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Believing the Aml vision can only succeed when overcoming its major challenges by way of
holistic solutions, the papers covering a multi perspective point of view on Aml are of special
interest. Limited by the time constraints of this presentation, the emphasis is on the user
centric claim of the Aml vision.

14.00: Discussion and selection of relevant issues

Discussion and selection of relevant issues

The relevant transversal issues detected during the presentations will be discussed and
prioritised.

The slides of the relevant issues made prior to the workshop are presented in the section
Important issues 3.1.

15.00: Coffee break

15.15: Discussion on structure of the report D7.7 & division of tasks

Discussion on structure of the report D7.7 & division of tasks

Defining the structure of the document, on the basis of the transversal issues. Selection of
editors and deciding who contributes in which way to the document.

The slides of the structure of the report made prior to the workshop are presented in the
section 3.2 Proposed structure of the document D7.7.

[Template], Version: 0.10 Page 27
File: Fidis_Report_of Workshop_D7.6_final.doc




FIDIS

Future of Identity in the Information Society (No. 507512)

6 Annex |: Slides of the presentations

(Ciwr

RFID, Aml and Profiling

Workshopan 20t of Janiany 2008,
Brssas

Mot Maints, Tan Malad (FOPP)

(HEEY

Agenda o

1. Kmows  how of IOFF concerning RFLD
and Profling

2, Manned Strockure of 03,7
“Structured oolkection on Enformation
and Literature on RFIDE

3. Passioke Contributian far D77

Ll [
Fnow-how of TCFF
concarning RFID and [Fcs (e s
Prediling = Enowi-how of ICPP [cont.) ==

O Technlal understancirg of RFTD
Implementations inchiding security
aspecks

O Overvies on existing implementations
in the public and privabe sector

O Legal background for these axiting
Implementations on a Europesn and
natianal lesel

Il Project TALCES [Technclogy osssanmesl
Lhbgutous Computing aed Inlmabiosa
Sed|-Iwter onel on 4l 0P
[Eamgittaii with HumSa kL Usivensily Berin]

O Funded By the Pederal Minstery for
Eduzzbon and Meaarc)

O3 Barebm of UC hookicg s tecturcsl, hgal,
schomemicet and setial lschom

£ felre sorvay with rations nesspaper Die
Zwi” by o parkrar

[ [
(i = iz
Panned Structure of D3.7 ° Reguirements for Aml
O Ldentfiable objects and subjects
w Testwo g e e ilcabion
.'i'___ sl gl
ma/ ,‘_" T Bamwtric
| i =g 38
= == O =adf  ahobing and seff  aiimising
e envimnmant
m Teotwoogim Ml fermoeking asd
praliing
== = [l = = g

[Template], Version: 0.10
File: Fidis_Report_of Workshop_D7.6_final.doc

D7.6

Page 28



FIDIS D7.6
Future of Identity in the Information Society (No. 507512)

[y Problems using RFID as qi
— i

Identification wsing RFID Identifiar and Authenticatar

O Hemoie, cirezogneed sesdabity and s
thie posabiity b use RFIC for paasive
BlFaslicatin [lees of Ssnsmel]

I £ Tha sl lor 19 ot Caeis carbialy sborad

- raferercn dats and Phus gsen i simpa

Bgpitaticit The basic database

? Eiraaliucum S profing
- o Tha fine bebween object oriand wabiject and

RFED:

T e

o
RFID and Links [cont.) o=

o
B et o
=
TR P = AR e
[Template], Version: 0.10 Page 29

File: Fidis_Report_of Workshop_D7.6_final.doc



FIDIS

Future of Identity in the Information Society (No. 507512)

(e
(% Summary e
D7.7 outline: O RFID, Ipts contriution
T . O Other Interesting poirés
—
Halsiven BELATTAT
TR
Sesen
PR T, T
[ =———lar =% [l
RFID, IFTS contribution - —
(1/2) ety RFID, IPTS contribution {2/2564%
B AR o d8dE G EAHEE & eR! T PR peEe, -
AF i # Sl oA - _.l.-e... -.ﬁ y trpr, |
T Trpmm———— e e .:,EE:...

B ot BF dn KGHEE & SRl pduaa.
 fE bttt S,
i BRT et T B
] ln_.n:m uiu‘ulu;u.uu
S S SR
Tedaidy gy f drmie
a4 nmqm
A i SR WA, NP Aot ASd wEl

o

T m.-“."m“'“nf"'ﬁf'. mﬁ".%ﬁ-ﬂ“"?ﬂc
inthe s Irbeatin saoery

T [fpsiogy oA R snagn aad s scnnwvicn B

T Sremsusysnd dmnan oe sk o

of Einsre SaruNing ar MERyTY of
B e il v, o o

0

Cther interesting points E
for the D7.7 g

(= r i)
m Gzad or g

O §PTS apgroach

o e e e
m Fedcy oprionr

T

(Lo

Tha T}l:u

[y e
i e g T
SREFTR T

g e T
vt

[Template], Version: 0.10
File: Fidis_Report_of Workshop_D7.6_final.doc

D7.6

Page 30



Future of Identity in the Information Society (No. 507512)

&7
Puidyeis BEL BE 1J

e
P

X
1*?
lagiang sbjmdn il g

8 o
AP e |
— lgiar]

A
& - - i EFITring s
(ol (ol
Whal st cowhl #x lagged? Prinacy lnsres
B L]

frex BFID i Dgpm bl

“after the fah are

resdaurant, dishes are served fo
elusfamers Popelber wilh e 20
barcock. Cosinmopry can view Ehe
ancoded infermdation ceing thair
modile phanes Bofors, dirkhg, or

information?

O What is Lagyed?

O Is elediiig poidilda?
o Wihkat would ke the
dangais?

aftar enfoying the dishes, o [
e f
i {- o
"Report on Aml, Profiling
and RFID"
WiT = D76 { DT.7
v Mais Gasson
Unibwaisiy af Raading
= i =

[Template], Version: 0.10

File: Fidis_Report_of Workshop_D7.6_final.doc

D7.6

Page 31



FIDIS

Future of Identity in the Information Society (No. 507512)

How:

S

1. Data Acquisitian

driven Amds?

Iz RFLD the arswer for Amd?
{Whiat ol will Al Dev? )
Wy will amyone ‘upgrade” to AFTD

Tl
Haonw: =

1. Data Acguisitian

{WWhat ready will Amil bes7)
Wh will anyore ‘upgrade” to BFID
driwen Amnls?

[iad [
Why will anyome upgrade to (=, £
AFID driven Amls? o ‘What about RFID? e
They won't (vet) bocause of wsabitdy,
Put what about RFIDT
I~ A ‘,i ‘-l,.ir
ClL , (2w
‘what about RFID? sopd What about RFID? B
=l 3
: BPS
= = T ‘.‘P — T {;f

[Template], Version: 0.10

File: Fidis_Report_of Workshop_D7.6_final.doc

=1

D7.6

Page 32



FIDIS D7.6
Future of Identity in the Information Society (No. 507512)

What abour RFID? o

What about RFID? e

The intrsduction of consumer Soused
applications helps increase tnest In
RFID

[l

: (s
‘What about RFID? -

The Irtraduction of consumer  Soused
applications helps ncreass trust in
RFID

But does (mispdaced) trust breed
complacercy? Will RFID be allowsd ba
abb away our privacy?

o

£
What sbout Aml then??? =

Thie grardiose visions of bechnaiogists
have b date found Btte acceotance

Howeser . . .

“Function cresp’, the phenomena of ane
tech bedrg used for an warelated app,
will s inthie age of Al 0 some
tform

o

i
Summary
O Haow will Aml happen?
O Is AFLD the answer far Amd?
O What will Al really be?

O Some Key [ssues:

= Useliily
= Tt
= Frevacy

"

Questions and Answers (s

o

[Template], Version: 0.10
File: Fidis_Report_of Workshop_D7.6_final.doc

Page 33



Future of Identity in the Information Society (No. 507512)

; (S : &l
Information - Information .-
O Identity of the contraller Just ke ‘spesd camera signs'..
O Purposes of the processing
O Fecplent of the data _'D
O Whather replies to the questlans ane
abligatary ar valuntary QO
O Rights {access, rectifcation]
4 Preserce of RFID tags and readers
= = o == =F o
. [ s Right to object or withdraw [ Pdns
Information s the consent e
—wee ool hawe signs like e S
(__'E_l:nalhlu,.'\dlﬂbl-: rnnd'nan_l.:_rl'lpj
Q =
1 command
APIE BLALHE (E:-_ _mn-i .-'\)
. T P T o
RFID tags and lecating of (;_, )

the data subject

Location data refates to an dentifled
or identifiable person = subject to
the provisions of the Data
Froteciion Dir,

* Trackirg: Positlve (elderly, kds,
friencs) ard negathes aspedts
(profiling}

* LBS

=

Location Based Services B

Gpscial pros e of T afrREDy DT

< ComMEENCICEE TN TP VTN o anchenped
pe—— resmbar o puriee By

= L
e 83 44 g of 3 broadmmiag
ks bo (48 pulbd s Cest 4n sRCTvnG

LOPE Peay T Woeorh RicEat iD e saten thal
1% irarin T8 can o6 relieg 2 the MestFiabie
Eabacrib-sr 27 aper receni the sleratior Al
g e¥remy dirl

o

[Template], Version: 0.10
File: Fidis_Report_of Workshop_D7.6_final.doc

D7.6

Page 34



FIDIS

Future of Identity in the Information Society (No. 507512)

Privacy and data
protection I:

G

O  (Passhve) authentizatian

Function crecp

Unaubharized access

o

——aplen,

O Consent [ withdrowad of consent

o

O medfication tag data by tag reader
o

O Applcation of data protection mibes
o (diferent kinds of) REID tags
[defirs and study varous palicy

wrch-eenld

et
sfeguards and privacy _sbancing [iad

Privacy and data (Eip
protection II: et

i

OFeise idectity and trum entity, spplicsbiity
of deks protesicn noies acsl mgel Seclsorm

L1t b b data conirallar?

o :\-Illn pretection and groug prabing (07,2 -
0.5}

[l

Crmins| HI{JEE ang

[ s physical integrity/salf [ Pdns
Liability o datermination: e
OCrimirad aspects:

Dl - imsibgent Aganis - Substartive law: does the criminal
ODiferent pertio § tachri o coce cover offences related to Amd7
Eleio T A et - Procedural daw: Hiow coes A relabe
__I’.:"'I"I" = = o Investigation powers?

LEck o Transparey § dwes e
3 5 OCan you apt out of Amd7 Can you
OLek of entifalviey af costrodans
ClCncsend chaing ara ek thak chesr withdras vourself from the intedligent

anviranment?
= = i = = "
ClL (2w

General guestion: g e
e L Syl and terstcg sature of

A= g Hitn conilich with irsdRienal

centepls an wiich sur dels prelaciisn srd

el | B
Oruw be cherge e lagal a=amsara o it

A= irabaid of bew to AL =] wilRI He

wgal lra=maork

= = e = = .

[Template], Version: 0.10

File: Fidis_Report_of Workshop_D7.6_final.doc

D7.6

Page 35



FIDIS

Future of Identity in the Information Society (No. 507512)

b § e 3 2t Ariiee

Tl
SWAMI- presentation

the project and its first
_q‘iresu - —

Objactive

Tiraciecs pima o ldeciify arg aralae 5a

= SOCING SOINITE, MgH, InSrog Al RS acnal
e

= Belsind i [fwniits, privacy ard mcaris

S AR PN BTEGS i ATESEE e Rarne (AT D

HIrTEITarL
P A -
e ™ v Ty [Foanst » Wt o -
[ 1y i il
L L LT g
— -
Work packages

DFruseacer irgvnaos [z Spiiema wed Irrosniea
Bmssmrch, Kb, Garmuny

Oectaecsl Famawrch rof Famed, W77
Pecrerie, Cik,

Divropsan Cormiuay BT SR
Inues b froepactms Tactnzsjon Slader
Sasiba, Somin

CFres Lnmensy broms, Cenar bor Lie, Scnce
Techrobogy i Sockity Siader, Belgiar

Orisenal Bsansk b Cordaling, wondor, Unfted

[BEiL|

- W P 3 (WS | W o O ST e
AT Aenl e, W e
fhaly JEgd]

= AT pie kg A F D beeropiog e d rede)
PSS S

- we pahage 1 (AL Sk el aad ol
e LD i A g a0 B AL
R TSR TR b Al bl

g

— — ——— s

Tru Sadege s in b fee d ! Arioiee lall e

the-&rt

- Dwivarst' DE: Tre Erywe nw worid of arriene
M dgEice A IR ThEe-an cEe g [l JI0T)

- arl retebect i Barzpas the Lrfad Eimiss evd

T
- Aralyee of (Erting) REE st v igares
R IE

- FEiciag gl frereeons fa AT

- Summany g fint corcscan
b e @
g g m by el

e ———

: i heak

Sabiech mniimen

& Ermncy Nad Cuie Frodeiman

= Imiescial brepariy Rghin
= F-comress kvl CITLrve SToie o
= Toeuwad Lisbity
& LLT e

& Criminal law

= ArfdcTmooNize e

Turind ez ane Ago catis Lae =

[Template], Version: 0.10
File: Fidis_Report_of Workshop_D7.6_final.doc

D7.6

Page 36



D7.6

FIDIS
Future of Identity in the Information Society (No. 507512)

o of drbed

fre uf 2 2 ey = [reesa =
P11
# B o o —
2 avalaping dark” sosnarios

C11: Existing lsgel fremewcrk for el
[eenrph o arabyes} D

Arcdecr oracay s Dol Civds o

- A Craatve) a0d MNP TR mate el eeransr
" & " st Vghight tha kasy ton bv-goorey s, W
& b i 1wl STEREG 1w BHE Cgteal = Pt

8 i, THE
O dewie wecn D8 T -

- Rk Go<kiy
— — ———

Tk Salagn w8 WA of A et e [ivakal Sul ron Waed 1 o Ay
£in L0 Gika) Ansiooli e oo Eip
st £ i
al anal of scenaris e E
Lioxg llsys
T -
i i b Cot it ot Tk ¥ i e P e S5

Zzamael Corperace boacrmem & cngiopes -
[ ——"

Spprosch
w—gegliling B ol o e B e g Jras—
T Rk ki saw ] e T
Fale Tum

w hubahr ol b rr= o Bl oy g

-mﬂﬂuh.:mﬂ'nn b oo sl culn

B T T B T S

L T ————

e Lk R R R e T T e
r

Toukad Safegu e in 8 e d o Arveo el e e - |retahad
B il T T e
F —

tsrum— O
T e e e T i i il ey i e ] el el e
¥ - o x Kb o domih g Bsibrnacy oo i st iy B
i 1 e [ Kran Dt L B -
momn g, - Lt Joriptemrd
—
St

it
S trmp W b (o e e ginen ]
Awime
B o b D e L

- D 2] AECTVERT R k) o pocne

;

B . L
- KIS E1TE mEAElE

Page 37

[Template], Version: 0.10
File: Fidis_Report_of Workshop_D7.6_final.doc



FIDIS

Future of Identity in the Information Society (No. 507512)

i

i
1
:

s ey S sl b e W B
b oo i mrae, dpoeders fare e

1 abmd e Ve gy 0w el Feaple me e

e Dl smuith, Sal il L o1 T et 4w alnd

" B fme el b cw selme O eseoeies man

e

Iil‘r

vy e I el

Lanlas
~ Rt rokes in MACE FOARCIIGE S8 A BT EEMEE
s
- M= Lo da’ Waw s L b b e e
R e e 1 o Y Rl

i e ce e by M md A e e
ran b i ol e ey e
o
Rl p ] e T
- e e

ETRE
- Frgeaty B0 MRl R W R | B T Y
A

- PAMAT Iy MDAy o MR R

_——_—— 11

Tk Salagn wTh e b e o A |l e e

R
FRTATN T Pt
P—

I i versid B i L e @l

e o et
o S 1]
[P -t

Loz
- A g T BT i g S TRy
- LR 1 2 D g e e
- manin g eeghl b pode e

.

et ad mpammn e’ w e By N brvlaieg el
ey Pl b iy W b e g

snlsy o ahwad ik wiy mrmy
Gninmy mepr g

- ApAE 02 o0k HEg B
B

-~ Binaamg e | AT e T B
raty

d
T prtect oLl par e caay []R]5

AsfTana

Tiukal Suhegu e in b e 3 o' e el [t ot o dr
A Ll
safagpiards e

T b b Mexils fue smmarck wrd prioy cptiara bk
rin tha Irforme atan Soclety Sereicer, the svisgunes
sdirmaning ey ke and ssbaest liae

Sl L]

[Template], Version: 0.10
File: Fidis_Report_of Workshop_D7.6_final.doc

D7.6

Page 38



FIDIS

Future of Identity in the Information Society (No. 507512)

Tonhad Sad § e 3 2t Ariiee

£,
Threats end Vulnerabiities S

——————

e
R
R e L

4 b a4 g e R g
R N ek L T

O o ma s

-

il

— S el FI

oAl Sl I aod 3 of dr

1 Existing lsgal framesors for Aml

o

w-,
Mobility, LBS, sconomic
issuss”
— - ——
WET Worsatop an RFID, Amd ad Peeiling
Taaris Ropar

ATad . Pl E T+ L S WL s B

P

—= L6

O The waork of WP11

O lLocation Based Services

O Questions and Answers

[ 1

.
WP11: Mobility and Identity ™

0 DULL: Merdfizetcn and descnpten o
this b= “recbie ety

O DIl 3 Evaluanen of aonosic aEeeds
of mobie Resty marege=nt ana
Iderbification of the critesl socoess
lechads,

O DiL.2: Ewaliatien of Lacatisn Basesl
Servicim [ LEE) Trem dlfamsl
peracectiem {05 Techroingy,
Profiting, ldenliicats & Privacy]

#

o

[Template], Version: 0.10
File: Fidis_Report_of Workshop_D7.6_final.doc

D7.6

Page 39



FIDIS D7.6
Future of Identity in the Information Society (No. 507512)

i &
Mobile Identiny (G Economic Aspects b
oA of v
E:lhr-ﬁ;mnnhh‘! bl m;m L]
m Tamporal sipect -+ mobie 106 changa ummu
during thair Hesma. 10 Gumationd b b araserad
O Partial Identities fior different aspects = antfcation
m Privats Kt = B i vevinty ikengly s femoer iy,
w Work Bia? :I-n;-l'll-w—-n—:mi
™ W K poaubia e u wrifad asbation for the
= = & S gy
i_ I
Econamic Mspects (Domains) W Economic Aspects I'W

0 Eiffusicn of lanovations
-

e .
™ o It getn scoapind it rearietd
™ Singsa of Adagfion:
D amussse, piersis, svakabon, tral sl
o

s = 5 = Fl
Diffusion of Innovations 5o (LBS) s G

R = —H-u—--u_uu.u-

F .".,-"z. 2 = -m-mﬁ- ..
- ER

|l |

18

[Template], Version: 0.10 Page 40
File: Fidis_Report_of Workshop_D7.6_final.doc



Future of Identity in the Information Society (No. 507512)

Bt
Questions towards LBS -
O Gereral technial lssues

O Busiress models

O Protection of the user's privacy

O What distingulshes 1AS from Aml?

Questions and Answers b

Thank you for your atbention|
Any questians?

denis.myer@m kehrstuhl.des

Privacy-enhancing and
SECUrE SDIUTIONS RFID
tags in the supply chain

Albin Zuccato
Bnssals, 20, Jan, D00E

|l

=

— = t'r’ — . ‘..1
[ i e

Backup —— e

O Scenarins

O 5ol Dibursd Implicaticns

= - I~ A ] ‘,i = ¥- e 3 ‘-l,.t'

(Ziir

(ine RFID e
- TR Tt catian dvion

ma Schils [nbesrabes Sreal] wih &n
animrng Mal e dcemsunicain

mickivr and peiive bags n respacl b5 Db
ENEGTY BEEY
ORFID system

mOwvicon, scasras, ahalyms

—DElectronic Frocuct Code (EPD)
batween &4 36 bis P

[Template], Version: 0.10
File: Fidis_Report_of Workshop_D7.6_final.doc

D7.6

Page 41



FIDIS

Future of Identity in the Information Society (No. 507512)

BFID applications

Oslaticn
Oeakhonns
OTall codlection

= P

Olrventory Hanagement
O5upply change management
Osecurty and Access conirol

Benefits

RFID tags in packages -

scanning

cooking instructions)

OReak e access ba inverbory
information | “smart shelwes ")
OFast payment withaut barcode

OPresseit shop fHn] (Ant Belt tags)

O°Acded value® for customes
{nformation about product frechiness,

RFID tags in packages -
Methods of personal data (T
collection =

ORFI0 wsed Bo
mime ssral date
moclmel infsrsalicn nkad 0o petiioa
data (4.4, CuRsmer dalabasa)
mTrehk milba Tradilora” daadiias
saiy sesilabin fu.g., BFED pumibne of a
Cumtoimar s walch)

o

Privacy Threats

BFID tags in packages

the shops
CATYIngwiarng

collectian
Olacking user controd

OMecnzoring of cussomes hablts Inskde
O5canning of goods that customers ans

Oko trarsparency  shidden dats

The consumer privacy (B
problem e

e b 1
S St
o e

[Template], Version: 0.10

File: Fidis_Report_of Workshop_D7.6_final.doc

D7.6

Page 42



Future of Identity in the Information Society (No. 507512)

Holistic solution reguired =

[l

Legal Privacy uiri?mer'q;s.{u}l,

(e Praw [U-[eestie

= Legal ground: Informoed consent (Ari.
7 EU Diracthen )

= Purpose spacification and
pupcss binding (Ari. 8L bh)

& Data minlmization (Art. & T c, Art,
7)

[l

(11) =

[darissd fram BU-Oissctive $5/M48/B0) E,\_'__F

ORequirements te Inloim abaut
[Art. 200
mirmance of BFI0 lags, resders sed
LUr S0 L,
miderlly of cantraims
mTypi of lilormalion. puipsess
mitua io disalle, ramovs Lags, moerc s

o
PET's (& Security) "

Ofrivacy  Mhancing Techrodogies:
mecling age o peind o s
mTag passwends 6% pEeUSsnETIG
mSalict v EBScker Tegs
wEFED pranie
miTy Ry -antanced derlily =anagsinect

TR
OSecur®y contraks

|Ig‘td'.x'.-l. mALATAIE Al G, lag Sakeeiids,
Obata subject's right of access binadiin. st
[Art. 1) o "
i (s 5 )
— —_—
Social aspects L Economic aspects
T e Ay
Splekermar Oiwhait ane: the: benefits for
m ToAgerd i o priveesy ShRAEIng customersfsuppliers to have RFAD
Schnology amplopmd, cormcmen Tsl pets?
‘mphmn lomard Be RFID s eirocmed OWhat e the oosts for
customersssuppliers to have RFAD
Ty prefar bo Feee Eig dsabin pets?
OWhat FET 3 are accepiable and which
ekt hla Dirrr:mm nd;er pretection
T T AT NeaiRas ¥ =
| mrusey and oredesties BETS? = [

[Template], Version: 0.10
File: Fidis_Report_of Workshop_D7.6_final.doc

D7.6

Page 43



FIDIS D7.6
Future of Identity in the Information Society (No. 507512)

(o Literature collection on Aml, (=
L RFID, Profiling and ldentity ™
Els Soeners
WUB

20 January 2006

i ——
1, The idea of cresting 8 (5, LT
database... o= Methodology =
O [das: ¥ pecph cress chetirg sach Sliers” = Selacting (26.08.05 -19.08.05)
cesdiong aowd mfslrecty, best 100 of i Boosnn takrieg of mestic ekl e wd
raiaioes wodd fesresacl i ‘dalataee Eouion an copkce 8nd g pactivas. v orlive Fersres

W i B WU cE e Bensy rensaneal.

O Mars chasge . 111 rescurces indssdusly « Rarking {20,09.05 - 10,15.05%

ceded and arabysad in & eolectus o

iatature. g
o K dalabass Genky
O Coud 82 b5 a trai - weikpackags o Analpsem (01,1005 - 20,12.6585
esllaciion of lisratune melvant fn FERE, Flear fure orn =F wecall thast
= = o R e LB R .
(5, 2. Overall Description of (4.
Snapshot of coding collection i
& BIASED: a lot of resources ranked on
=l SEE perspecthes (7}, companed to
Er ] =l = the ckhier beo perspectives (34 and
(o b [ o o e o o 43
- & BUT these are ron-  exclusiorany
e I= results.
et e (o - & This means that out of 87 resources

ranked with SEE, anly 32 ar really
exdusive to the SEE perspective.

T i

]
FL¥ s

[Template], Version: 0.10 Page 44
File: Fidis_Report_of Workshop_D7.6_final.doc



FIDIS

Future of Identity in the Information Society (No. 507512)

Highest Multidisciplinarity

- s e
rmaEn age, LeaT.

0 ull,ﬂﬂlﬁd‘!%mkm gl

0 Cascmcmn & Tha T

ey L) Ew",ﬁw“ﬂ* bt

Comevmoasr 2’ Onrs, p .

l"'.‘."'.gplﬁ.'!!‘.'.“u..g J‘.J“ﬂi ten; e

3. "User centric’ '-
opportunities of Aml o

O PETAS wheos: coveresl, urcbhatnocisve,
uksbia ful moee than parsneisatisi o
EArsnmEnt i hamen nsds and
characbarisbics.
wisinems whick belmyve Ui oy bs a Sonl
porm w0l mocap? [he infhescn of
Kadlly & e &= eividiimahl bl IGhdie
tha infusece of e M1 aseronment of
Kanbty [Suldng),
0 Ideal: high goatly fciale intbmration o
escian, ethical, Tishncal, mgal, sorecal
She i canbereld dgim,

o

[l ol
Aml platform support (Bis 4, Socio - ethical (g
perspective
O Asceptancs
O Uity
O L mxpetiasces
8 Lorbrsl : smeurdy, privacy, gusiey
Fapruianing mom :ll’nnuilrﬂ'r Ehin facing
ali=ulabe e o cankric Tha
flacheeh inflLiance sich Sthir and prevde
Palghts in the comeleoty of fesimation of
tha an santrc goslks.
ol R —
Acceptance of livingina ¢y -
Aml world = & Acceptance (2] (s
o~y [T
T —— § -+ dy i s d e e
e H i b g i i
sy i s pway e e
B Gl pewonwbed coer irimdnoe pre g ‘“""“":“;.:‘:‘“. T —
s faew it Arrl =
11‘:"rn:1"zmllll=ﬂrhirxm1r:'f ol E-'n\::::“ b "z:-?:j:“"’ 'L
m aiticd T, :hﬁﬂknlﬂ 005, p 33w &mmuﬂm R L e
ﬂﬂ:‘;mk "'Lmuﬂ;:uum = st L i a1 L T
Jmipkation: sviwaded = of sehnid o el O wewmrige 8 Castirieg sontend o sl Taleas
msdian (rarual ane opsrasem) mha
e i i 01 Pt o i kb el =l oo
a Irrerec: on mith of Parens (roel percen T
= o [ 1 S i

[Template], Version: 0.10

File: Fidis_Report_of Workshop_D7.6_final.doc

D7.6

Page 45



FIDIS D7.6

Future of Identity in the Information Society (No. 507512)

Usabilicy

O Lsage b = social conalrction {Dang
Wgupnn . o Sarmeban 4., Jo0s]”

o Am

e &f & #iRg

particder eevinenmant’ (Betliol O J008).

0 &l b ohe deus e maching b S sl ssciel
prodems. Social capisl of Fegion
It e ol oulosmies of
mpmmerstcn of Anl mscunme s
[Cabrara, chigt 14 Miva, 2505)

User experiences: nead for g
schentific social research

o ":Mlnl.n;.lu'hBI:EE 'dlllulhln]l: 5
e o IPrelgen: i Sioge; A Lnen Cemie

Rk A

Bermhaspt A, ‘Lo smpeteaies

waa | rvzarfuce for At

hhallr b m

sy TLnE
SCTEES, +50 A B aeopie raaky LEs tei
mmmﬂlﬂ mjEksiie piney ol wreken

PR By P e T e gl
uuwhu.:u prry s

et -, =
Major Concerns about RFIDL Thé perfect Aml life for i

3 Bai bl

o aTEEvEs

eldarly?

O Edeiy. whoss percephion of the &ml
wercmeant?
B fehrensn, Clupsart of indepdane ane s of
e siderdy 7 rew (T esEinge, 2000
m Eesron R, coredenasar: for the fatmme

T Tehe e el

Ibe | EFID cats, STEELC GaIE dweszpreert = Iwmllu:l'rnhqf- n

B ug v e b p e ol RS speTEer =kl ton ool

S = ® Cabrers Girwdaz M, 'I'I‘Hmrlc'kru.‘lft

a o e S [

e i THER T s :T.lh!u:mn&mu rERgrasan af tha

b o Bl R e S e o . IMGT Mo te Hﬂ“-'ll wlnzar

= _nlt Fl:p'cm e e S, ) o nam 3

i, 2= o B = i

Remark... Cirg (i
‘Pseudo’ human autonomy’ Enhamced trust through: ==

0 In an A meid, Bw comieel play of
pesitive and negabive resdom e ome ol
the =osl imgertant cendiisn af idamey
bulldivg, b et dlahm.

At dha ora Basd, B wil betn=a wery herd ba
oy Fagalive Iredcim & e maxinum
weL Wi,

EX e oivar hand, povlve freadom could b
grmaler ~ may i Ba with the penslly of

I\:ﬂ rmgatlive Trasios (a.g sdery o

[ 1

= Infisrrrad Cofregnt; kst conmel and privacy
[vier der Saest ¥, 3E05],

- Prsopa & mikisom asysmetsy un.r P
B he] R L PR EATT O 1Im'|.nm|q

e, work of okl B3 BEp. (966
o el e Ry o vap Bl Esu
ah

= Spfal tooked oo o e cobet o @
cEopuies elbeaiip Dok O IS, S S
WAREE T B Il A camieeTal e

o DL, seeE

o

[Template], Version: 0.10
File: Fidis_Report_of Workshop_D7.6_final.doc

Page 46



FIDIS

Future of Identity in the Information Society (No. 507512)

e

5. Economic perspective

- Digital divide
- BEuslness perspectives; need changes
in power balances between parties.

User centric narrative of ¢
business e

o Funp compsress wd ndaiTy wischstiond
dam :rh:. TR lﬂf‘-d =Y AT AIR-CETL, aRd
mian are aerveped

S — _Tﬁfn'z_um =
(i Enhancing trust: hard (B

Economical perspective;

= Bz In prices ar savings? (Cabrera In
Fiwa, 2005}
e in pricas; sew lector o tesl mbals
markel nauases sty dapanding In co-
erdinstas of fwing placmi . Depesiicg on
sarmenal cheioes amd usportun bes,
davngs are pooslbie bul erfages B
igrtal divise i populaiisn.
= —posshiity of “purchasing” privacy Is
o real ane” | Srivastava, 2005, 33)

o

business. =

Usat cmnbtic vision chucisl for bosiness
slaaitakdne i ordm W gain scosimic
ramerdn.

- B hends PR 5 Baasa of powr
bt S nimmes e soesummrs (Holling
Bk

= Hollfnen DAL, 15998,
B Short nun conaumans hives zr st micesh e

wMarkmisy an [ or pinmn'rm
B In lang .;th. Informraed CareETt KR,
ATBATRIT resEred i30 ST Eoing SoLTeEn

s 2 =i
e el pry o

More on Economic Cirg
perspective —

L lacess, ‘Emciren: datn rlandasge and
wrmali cran sabizs. adoslioe ara! i-eet o
tmchraiogy’, 1995

Gakinl, Teletosmusietion echncal
Saprayinl i Savakpig Seuntiim .
Rizauda 8, “Whee e wals heve airs -
bsingis of TEhrog oy - Smbeel
Fletizence lazhmiogy’, 2004,

Babn, 2521

0 Castukns, 1004,

o

O

(= Bin |

[ 1

Diata protection (i

SWaM] State of 1hm At Deiesabin, Lagsl
Pt WS,

m Freportisnainy of data colecon?

= Suslsisabilly of pursose specficston by
&=l Sarsion previders?

= Caneerl Brosgh inelgenl agesT

[Template], Version: 0.10
File: Fidis_Report_of Workshop_D7.6_final.doc

25

D7.6

Page 47



FIDIS

Future of Identity in the Information Society (No. 507512)

3
%
¥
;

GlEan A,
Fretuction’, 3000,

Lavwia %530, orall paccige, b s, SE1
Caszabing i, “Tug, yoiir

Bacir Freqawsy :I!F]Dr. I
Sabeal T, mart 10 aad #
minan ol Tackag o
EArhTCIoay JesciToa © fagE]

, 2003
Bunnal T, Tracsabidy Spniem wirg BFid wed
miLer, F004 " ' 535

T

More on legal '-
perspectives o

L] Iﬁﬂuld'lﬂn!milllutlﬂllm
W frsvis d K., Lgul s in paviRL wad

= l\_n-%ﬂm'll:g.n.-:\-ﬁrﬂw.lmu
- :ﬁ%’?ﬂ Fﬁhnllflﬁgt\ Y

B e Py, [T Ty
-1 A AL lew ehbon O DEo TR i Bt
il puatvacy”, IN848

7. Techical perspectives

O Hea Oragre & p 17, lemidessl
OrgasgaSes %or Shasdardeslons |50 158007
THUmEn o bee S e W Danche syskene”

O #ut ~To the eslent thet sec
Lorsidaiad, T hes maisdy b
nebwrk sy rather B
smunty,” [l delsarable swasic 3
rafarring to Mare Langhenrizh, (ETHE), DC
wiliebes calmi Troubedoar.]

... - tags — chips - dust .. bt

“Reasis B, FFID tuggig fhe world -
Shiclimasing sireies b Ga georatin
procedires’, K0S

+Ving 8., “Resswrchen crans wiseloai
sace cip the wize of gliney”, 3003

+Hreasl sl Froject

o

Civil liberties organization 4,
statement on RFID (L

O Techivcizne lten kL privacy concens by
rblllku out b e Mechiecal Dintation of
IFifn.  The stetmmant ‘exparcs why 15
IFmriseees, e bmitefos cancest be
reted  usen  as  adeuels  StnEusar
prutmction bos b riaka culice aboes’

B read rarger diiwws ars nat nfklng b
ke for canamier darved bnce ™

W Taafer devices ok pravabent sszcgh
#uNE cENT R Puran fTRCT g

m Umitss iverraces conmsired e mged

B P bvs mge carves b imcked Ty aamelis

— gt ==

Privacy opporiunities in (i
use of RFID g

Heredferd AL, Lecation Prvacy in

0 o o

ok {eeerpption sgeritime)

HAIaE B, TrMECY i W NFID Batknats

proftectns’, 2053,

mduls A Hicimabsl coyplegrashy for

iom Eoals RFIDY, T804,

ferisch A, Suresy o loealicn prisacy I
P reEsve B pUTing

B

o

o

[Template], Version: 0.10
File: Fidis_Report_of Workshop_D7.6_final.doc

D7.6

Page 48



Daher user cembnic

opportunities in Technical (e A
applications Ll

T Firss K., Triarreed inteligant srdmrmarin:
=uwtrg e profied s imertees’, 3004

I Femrtee L., Toeards ©he devs e ol Ark e
Trimdigaes? Erve ronavenan uing Aapesi-Oranie
fechinimua”, 1004,

O GEwerA, dn Amidert Fematelies ane caviest
g;a;‘::n TeTTTRIN GpEiETy f2T CzE e e,

O GOrl T CAgenm dor Arvaare nesl pEnce - pagpsrt
=rruimrce’, 2004

o foanrg A, “Trat mssimmen i deriy
Maragarrart S2EV.

[l

Future of Identity in the Information Society (No. 507512)

Tracking - survelllance (i

for Mcbile Robets’, 1595, (locatian

algorfthens)

O Calirs RB.T., "al e fiosr
coopeErative multisen:
suresdliance’, 2001.

O Lanz 0., Frotabdistic Mukiperson
tracking for Ami, 2005

T Foreg 8wy of socalfy nietacsen robsty,
IO

O Cawrlls DM, "Viasl gnslysis of Furran
T mcenTErE m T, TRRE.

[l

[Template], Version: 0.10

File: Fidis_Report_of Workshop_D7.6_final.doc

D7.6

Page 49



