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Summary 
 

In the workshop on Forensic Profiling in The Hague at 30 September 2007, a 
multi-disciplinary approach was given to forensic profiling. The limitations and 
risks are discussed and should be the start for a deliverable on forensic profiling 
which should be ready at April 1st 2008. 
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Foreword 
FIDIS partners from various disciplines have contributed as authors to this document. The 
following list names the main contributors for the chapters of this document: 

 

Chapter Contributor(s) 

 Zeno Geradts 
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1 Executive Summary 
 

This deliverable describes a workshop which has been held in The Hague at 30 September 
2007 in The Hague. D6.7 was continued after the University of Lausanne could contribute on 
forensic profiling. This meeting was in preparation for the deliverable of Forensic Profiling. 
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2 Introduction 
 

For the deliverable on forensic profiling a workshop was organized in The Hague at the 
Netherlands Forensic Institute with several FIDIS participants:  

• Peter Sommer (LSE) p.m.sommer@lse.ac.uk  

• Jozef Vyskoc (VAF) jozef@vaf.sk 

• Denis Royer (GUF) denis.royer@m-lehrstuhl.de, 

• Mathias Kirchner, Thomas Gloe (TUD) Thomas.Gloe@inf.tu-dresden.de 

• Fanny Coendert (KU Leuven), fanny.coudert@law.kuleuven.be 

• Olivier Ribaux (University of Lausanne) Olivier.Ribaux@unil.ch 

• Andre Hoogstrate (NFI) andre@holmes.nl  

• Gert Jacobusse (NFI) gert@holmes.nl 

• Zeno Geradts (NFI) zeno@holmes.nl   

• Gerda Edelman (NFI) Gerda@holmes.nl  

• Katja de Vries (VUB), edevries@vub.ac.be 

• Mireille Hildebrandt (VUB) hildebrandt@frg.eur.nl 

• Simone van der Hof (UVT) hof@uvt.nl 

 

According to the agenda as as enclosed in annex 1. The presentations are included in Annex 
2.  It appeared that there is no real definition of forensic profiling. After a discussion, we 
came to the next proposal for the deliverable : 

 

PROPOSED DELIVERABLE CONTENTS 

 

Editors : Geradts / Sommer 

 

1. Definitions of Forensic Profiling / Risk Profiling - University of  

Lausanne 

 

2. Methods of Forensic Profiling 

 - data aggregation 

 - data mining 

 - software tools 

 - 3D visualisation (NFI?) 
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 - Image Processing (University Dresden) 

 

3. Examples, Cases Studies 

 All 

 

4. Legal Implications (Vrije Universiteit Brussel) 

 - Due Process 

 - Due Processing 

 

5. Applications of Data Protection / human rights legislation Leuven 

 

- Possible legal remedies 

- Possible technical remedies 

- Ambient Law 

 

(Link to other FIDIS deliverables where possible). 

 

The contributions could be one or several pages, depending on the  

subject. 

 

The deliverable should be finished in draft in January 2008. After internal review, it should be 
available for the review of the European Commission at April 2008. 
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Annex 1 
Draft AGENDA Forensic Profiling meeting at Netherlands Forensic 
Institute on 1st October 2007 
 
09.30 arrival with tea/coffee 
10.00 Opening (Zeno Geradts / what is forensic profiling) 
10.15 Digital Investigation (Peter Sommer, London School of Economics) 
11.00 Forensic profiling, crime control and due process (Katja de Vries, 
VUB) 
 
12.00 lunch 
 
13.00 Profiling from forensic perspective (Olivier Ribaux, University of 
Lausanne) 
13.45 Inventory of social network analysis (Gert Jacobusse, NFI) 
analysis of a database of traffic offenders and setting up a center of 
expertise on intelligent data analysis  (Gert Jacobusse , Andre 
Hoogstrate, NFI) 
14.45 Data Protection Issues (Fanny Coudert KU Leuven) 
15.30 Image Forensics (Mathias Kirchner, Thomas Glue TU Dresden) 
 
16.00 tour through digital evidence department 
16.30 discussion and suggestion for deliverable (chapters) 
17.00 closing 
 
18.00 dinner at De Haagsche Kluisch  Plein 20 the Hague (social event) 
20.00 end of meeting 
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Annex 2 

“D6.7 Forensic 
Profiling”

Zeno Geradts
Netherlands Forensic Institute

 

30-09-07 FIDIS - Future of Identity in the 
Information Society (No. 507512)

2

Planned Deliverables
Workshop

Document on Forensic Profiling
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30-09-07 FIDIS - Future of Identity in the 
Information Society (No. 507512)

3

Program
=

09.30 arrival with tea/coffee

10.00 Opening (Zeno Geradts NFI)

10.15 identity management systems: the forensic 
dimension(Peter Sommer, London School of Economics)

11.00 Inventory of social network analysis analysis of a 
database of traffic offenders and setting up a center of 
expertise on intelligent data analysis (Gert Jacobusse , Andre 
Hoogstrate, NFI)

12.00 Lunch

13.00 Profiling from forensic perspective (Olivier Ribaux, 
University of Lausanne

 

30-09-07 FIDIS - Future of Identity in the 
Information Society (No. 507512)

4

Program (2)
14.25 FES Project 3D tracking persons and vehicles(Gerda 
Edelman, NFI)

14.00 Profiling upon crime control (Mireille Hildebrandt 
VUB)

14.45 Data Protection Issues (Fanny Coudert KU Leuven)

15.30 Image Forensics (Mathias Kirchner, Thomas Glue 
TU Dresden)

16.00 tour through digital evidence department

16.30 discussion and suggestion for deliverable (chapters)

17.00 closing

18.00 dinner at De Haagsche Kluisch Plein 20 the Hague 
(social event)
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Forensic Forensic ProfilingProfiling, Crime , Crime 
ControlControl & & DueDue ProcessProcess

 

Mixing elements from Mixing elements from 
different semantic fieldsdifferent semantic fields

Not very Not very 
effective!effective!
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I.I. Due ProcessDue Process
II.II. Forensic ProfilingForensic Profiling

 

I.I. Due Process:Due Process:
Classical Legal NotionClassical Legal Notion
focused on the focused on the 
individual.individual.

-- In Europe: 6 ECHR In Europe: 6 ECHR 
Human Right to a Fair Trial (e.g. equality of arms, Human Right to a Fair Trial (e.g. equality of arms, 
adversarial process, presumption of innocence)adversarial process, presumption of innocence)

-- In the USA: 4In the USA: 4thth Amendment to the US Constitution Amendment to the US Constitution 
(Bill of Rights)(Bill of Rights)
The right of the people to be secure against The right of the people to be secure against 
unreasonable searches and seizuresunreasonable searches and seizures
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II. Forensic Profiling II. Forensic Profiling 
TechniquesTechniques

A crucial difference between A crucial difference between 
classical and some recent classical and some recent 
profiling techniquesprofiling techniques

–– ClassicalClassical forensic profiling: forensic profiling: 
data matching which is (a) data matching which is (a) 
on an on an individualindividual level, and level, and 
(b) (b) ex anteex ante categorisationcategorisation

–– ModernModern forensic profiling:forensic profiling:
data mining which is (a) on data mining which is (a) on 
a a groupgroup level, and (b) level, and (b) ex ex 
postpost categorisationcategorisation
((““clusteringclustering””))

 

ModernModern forensic profiling:forensic profiling:
first one looks for patterns, first one looks for patterns, notnot
individuals!individuals!

Within the modern forensic profiling Within the modern forensic profiling 
techniques there is a moment when the techniques there is a moment when the 
umbilical cord between the umbilical cord between the data subjectdata subject and and 
the the datadata which were derived from him is which were derived from him is 
cut.cut.
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ModernModern forensic profiling:forensic profiling:
only in the 2only in the 2ndnd place the place the 
individual reindividual re--enters the stageenters the stage

Checking whether Checking whether 
new data fit the new data fit the 
patternpattern
((e.g. passenger screening: e.g. passenger screening: 
identify higher risk airline identify higher risk airline 
passengers)passengers)

 

Data mining semantics Data mining semantics 
(1)(1)

Data Data miningmining
Data Data harvestingharvesting
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Data mining semantics Data mining semantics 
(2)(2)

Crunch Crunch raw raw data data 
into a meaningful into a meaningful 
productproduct: knowledge: knowledge
Data Data processingprocessing
DNA DNA bankingbanking

 

Two major issuesTwo major issues

Black BoxBlack Box
Probabilistic KnowledgeProbabilistic Knowledge
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(1) The Black Box of Data (1) The Black Box of Data 
ProcessingProcessing

So, in the stage of So, in the stage of data processingdata processing the data subject is not in the picturethe data subject is not in the picture

a.a. Data subject is often Data subject is often unawareunaware of the data being processedof the data being processed
b.b. Data processing Data processing is a highly is a highly technicaltechnical and and algorithmicalgorithmic process process 

(taking place literally in a (taking place literally in a ‘‘black boxblack box’’, namely the computer), namely the computer)
c.c. Profiling techniques are frequently applied for investigation anProfiling techniques are frequently applied for investigation and d 

prevention (e.g. surveillance, investigative stops and frisks, prevention (e.g. surveillance, investigative stops and frisks, 
searches) which can (or even must) be done without informing thesearches) which can (or even must) be done without informing the
profiled person.profiled person.

However, the algorithm in the black box might affect the data suHowever, the algorithm in the black box might affect the data subject very bject very 
profoundly. profoundly. When a data mining system designates an individual as When a data mining system designates an individual as 
suspect, the reasons for these suspicions might turn out to be osuspect, the reasons for these suspicions might turn out to be opaque to paque to 
him. So how can there be a him. So how can there be a fairfair process?process?

 

Opening up? ButOpening up? But……..

Algorithm derived from Algorithm derived from 
data mining is data mining is 
intrinsically secret, like intrinsically secret, like 
a a ‘‘secret recipesecret recipe’’
Is not only derived Is not only derived 
from from one particularone particular
data subject, but from data subject, but from 
a whole group of a whole group of 
people.people.
‘‘CorrectionCorrection’’ by by 
conscious data subject conscious data subject 
may be distortion in may be distortion in 
disguisedisguise
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(2) The fruits of the harvest:(2) The fruits of the harvest:
probabilistic knowledgeprobabilistic knowledge

What is What is significantsignificant??
Determining the line between what is Determining the line between what is 
significant and what not is in the end a significant and what not is in the end a 
policypolicy decision.decision.

e.g. e.g. ““Which level of false positives?Which level of false positives?””,,
““Which level of correct matches?Which level of correct matches?””

 

Is this Is this ““part of the social part of the social 
burden of living under a burden of living under a 
governmentgovernment””??

(a) Being profiled without having (a) Being profiled without having 
access to the profilingaccess to the profiling--algorithm (how algorithm (how 
to defend one self?).to defend one self?).
(b) Relatively high risk of (b) Relatively high risk of ‘‘positivepositive’’
result (in atmosphere wherein crime result (in atmosphere wherein crime 
control is stressed governments will control is stressed governments will 
try to reduce false negatives at high try to reduce false negatives at high 
cost).cost).
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Scientific Scientific ‘‘fairnessfairness’’ <<-->>
a a ‘‘fairfair’’ process in the process in the 
classical legal senseclassical legal sense

Is a judge more biased than a profiling Is a judge more biased than a profiling 
algorithm?algorithm?

 

Protected by the New data Protected by the New data 
Framework decision?Framework decision?
Art 4:Art 4:

1. Member States shall provide that
personal data must be:
(a) processed fairly and lawfully;
(b) collected for specified, explicit
and legitimate purposes and not
further processed in a way
incompatible with those purposes. 
Further processing of data for
historical, statistical or scientific
purposes shall not be considered as 
incompatible provided that Member
States provide appropriate
safeguards; […].
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Due Due ProcessingProcessing or Due or Due 
ProcessProcess? (1)? (1)

Article 19(2) Right of information in cases of collection of data from
the data subject with his knowledge
The provision of the information laid down in paragraph 1 shall be 
refused or restricted only if necessary

(a) to enable the controller to fulfil its lawful duties properly,
(b) to avoid prejudicing of ongoing investigations, inquiries or

proceedings or the fulfilment of the lawful duties of the competent 
authorities,

(c) to protect public security and public order in a Member State,
(d) to protect the rights and freedoms of third parties,

except where such considerations are overridden by the need to 
protect the interests or fundamental rights of the data subject.

 

NaNaïïve approach? Some ve approach? Some 
problems (1)problems (1)

What use of knowing that your data What use of knowing that your data 
were processed if you do not know were processed if you do not know 
howhow??

Who determines if the grounds Who determines if the grounds 
enumerated in art 19(2) are present?enumerated in art 19(2) are present?
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Due Due ProcessingProcessing or Due or Due 
ProcessProcess? (2)? (2)

Article 20(2)Article 20(2) Right of information where the data have not been Right of information where the data have not been 
obtained from the data subject or have been obtained from him obtained from the data subject or have been obtained from him 
without his knowledgewithout his knowledge
The information laid down in paragraph 1 shall not be provided iThe information laid down in paragraph 1 shall not be provided if f 
necessarynecessary

(a) to enable the controller to (a) to enable the controller to fulfilfulfil its lawful duties properly,its lawful duties properly,
(b) to avoid prejudicing of ongoing investigations, inquiries or(b) to avoid prejudicing of ongoing investigations, inquiries or

proceedings or the proceedings or the fulfilmentfulfilment of the lawful duties of the competent of the lawful duties of the competent 
authorities,authorities,

(c) to protect public security and public order in a Member Stat(c) to protect public security and public order in a Member State,e,
(d) to protect the rights and freedoms of third parties,(d) to protect the rights and freedoms of third parties,

except where such considerations are overridden by the need to except where such considerations are overridden by the need to 
protect the interests or fundamental rights of the data subject.protect the interests or fundamental rights of the data subject.

 

NaNaïïve approach? Some ve approach? Some 
problems (2)problems (2)

How can a data subject How can a data subject without without 
knowing that data were obtained from knowing that data were obtained from 
him (!!) him (!!) know if its rights were know if its rights were 
infringed?infringed?
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Classical, individualistic remedies Classical, individualistic remedies 
against techniques involving group level against techniques involving group level 
ex post analysis?ex post analysis?

Not very effective!Not very effective!

 

Some alternatives.Some alternatives.

summary hearingssummary hearings
independent oversight of the validity of independent oversight of the validity of 
forensic profiling techniquesforensic profiling techniques
postpost--deprivation correction rights deprivation correction rights 
compensatory damagescompensatory damages

[[Daniel Daniel SteinbockSteinbock, Data Matching, Data , Data Matching, Data 
Mining, and Due Process, 40 Mining, and Due Process, 40 Georgia Law Georgia Law 
ReviewReview 1 (2005), pp. 11 (2005), pp. 1--84]84]
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© Peter Sommer, 2007

FIDISFIDIS
Profiling MeetingProfiling Meeting

1 October 20071 October 2007
NFINFI

Identity Management SystemsIdentity Management Systems::
the forensic dimensionthe forensic dimension

PeterPeter SommerSommer
London School of EconomicsLondon School of Economics

 

© Peter Sommer, 2007

LetLet’’s explore a Paradoxs explore a Paradox……

•• Identity Management Systems have to be robust Identity Management Systems have to be robust 
enough to have evidential value in legal enough to have evidential value in legal 
proceedingsproceedings

•• Identity Management Systems have a close Identity Management Systems have a close 
relative relative –– called Surveillance Methodologiescalled Surveillance Methodologies

•• The everyday activities of Digital Forensics may The everyday activities of Digital Forensics may 
expose activities expose activities –– and hence potentially invade and hence potentially invade 
privacy privacy –– in ways never intended by designers of in ways never intended by designers of 
IMSsIMSs and law policy makersand law policy makers
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© Peter Sommer, 2007

Where we need to get toWhere we need to get to

•• Nature of Nature of IMSsIMSs
and their weaknessesand their weaknesses

•• Nature of Digital ForensicsNature of Digital Forensics
and digital forensics researchand digital forensics research

•• Applicable Law and regulationApplicable Law and regulation
•• Understanding the ParadoxUnderstanding the Paradox

 

© Peter Sommer, 2007

Identity Management SystemsIdentity Management Systems

•• Enabling TechnologyEnabling Technology
•• Management SystemManagement System
•• Framework of Policies, Framework of Policies, 

Regulations and LawRegulations and Law
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© Peter Sommer, 2007

Identity Management SystemsIdentity Management Systems

Enabling TechnologyEnabling Technology
•• Uniquely to identify someUniquely to identify some--one to whom one to whom 

““privilegesprivileges”” can be grantedcan be granted
Something you know, hold, are, do; locationSomething you know, hold, are, do; location

•• PasswordsPasswords
•• Tokens, RFIDTokens, RFID
•• BiometricsBiometrics
•• Specific terminalSpecific terminal

•• Means to recognise unique identifier, Means to recognise unique identifier, 
allocate privileges associated with allocate privileges associated with 
credentials presentedcredentials presented

Operating System + Database + ApplicationsOperating System + Database + Applications
 

© Peter Sommer, 2007

Identity Management SystemsIdentity Management Systems

Management SystemManagement System
•• Access Control ListAccess Control List

Authenticate against databaseAuthenticate against database
Grant privileges against criteria to provide authorisation Grant privileges against criteria to provide authorisation 
Authoritative Reissue, Aging, RevocationAuthoritative Reissue, Aging, Revocation

•• Tokens, RFIDTokens, RFID
Authenticate against databaseAuthenticate against database
Grant  privileges against criteria to provide authorisation Grant  privileges against criteria to provide authorisation 
Authoritative Reissue, Aging, RevocationAuthoritative Reissue, Aging, Revocation

•• BiometricsBiometrics
Authenticate against databaseAuthenticate against database
Grant privileges against criteria to provide authorisationGrant privileges against criteria to provide authorisation

•• Specific terminalSpecific terminal
Usually deployed in combination with one of the aboveUsually deployed in combination with one of the above
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© Peter Sommer, 2007

Identity Management SystemsIdentity Management Systems

Framework of Policies, Regulations and LawFramework of Policies, Regulations and Law
•• Policies:  Policies:  

what are the overall needs, purposes and what are the overall needs, purposes and 
requirements of IMS?requirements of IMS?
what unwanted sidewhat unwanted side--effects need to be effects need to be 
avoided?avoided?

•• Regulations, Law:  Regulations, Law:  
egeg compliance with Data Protection, Human compliance with Data Protection, Human 
Rights, Employment, Surveillance, Business Rights, Employment, Surveillance, Business 
Records, laws,  audit and desirable standards,  Records, laws,  audit and desirable standards,  
compliancecompliance
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© Peter Sommer, 2007

Types and Purposes of IMSTypes and Purposes of IMS

•• IMSIMS for for account managementaccount management, , 
implementing authentication, implementing authentication, 
authorisation, and accounting,authorisation, and accounting,

•• IMSIMS for for profiling of user dataprofiling of user data by an by an 
organisation, e.g. detailed log files or data organisation, e.g. detailed log files or data 
warehouses which support e.g.,  warehouses which support e.g.,  
personalised services or the analysis of personalised services or the analysis of 
customer behaviourcustomer behaviour

•• IMSIMS for for useruser--controlled contextcontrolled context--dependent dependent 
rolerole and pseudonym management.and pseudonym management.

 

© Peter Sommer, 2007

Types and Purposes of IMSTypes and Purposes of IMS

IMS for IMS for account managementaccount management, implementing , implementing 
authentication, authorisation, and authentication, authorisation, and 
accountingaccounting

•• Used by large organisations for access control to Used by large organisations for access control to 
computer systems and networks, etccomputer systems and networks, etc

InterInter--company,  purchasing systems, ISPs, bankscompany,  purchasing systems, ISPs, banks

•• egeg conventional userconventional user--name/password accessname/password access--
control systems,  singlecontrol systems,  single--signsign--on systems, some on systems, some 
forms of public key infrastructuresforms of public key infrastructures
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Types and Purposes of IMSTypes and Purposes of IMS

IMS for IMS for profiling of user dataprofiling of user data by an by an 
organisation, e.g. detailed log files or data organisation, e.g. detailed log files or data 
warehouses which support e.g.,  warehouses which support e.g.,  
personalised services or the analysis of personalised services or the analysis of 
customer behaviourcustomer behaviour

•• egeg, activity tracking,  use of cookies, , activity tracking,  use of cookies, 
facilities,  facilities,  ““market info/CRMmarket info/CRM”” systems systems ––
Amazon, many online retailers,Amazon, many online retailers, GoogleGoogle, , 
EbayEbay,  cookie ,  cookie deployers deployers –– adriveradriver, , adclickadclick, , hitslinkhitslink, , 
webstatswebstats, , doubleclickdoubleclick
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Types and Purposes of IMSTypes and Purposes of IMS

IMS for IMS for useruser--controlled contextcontrolled context--dependent dependent 
rolerole and pseudonym management.and pseudonym management.

•• Not many practical examples Not many practical examples –– but where but where 
user presents an user presents an ““identityidentity”” limited to the limited to the 
immediate needs of the transactionimmediate needs of the transaction
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Types and Purposes of IMSTypes and Purposes of IMS

The proThe pro--privacy advocates prefer privacy advocates prefer IMSs IMSs that that 
are:are:

•• Limited to the immediate needs of the specific Limited to the immediate needs of the specific 
transaction in hand transaction in hand –– ““credential not identitycredential not identity””

•• Do not give more information than is neededDo not give more information than is needed
•• Give the Give the user controluser control over each transactionover each transaction
•• Use a Use a federated strategyfederated strategy –– interoperabilityinteroperability or or 

linkagelinkage of different of different IMSsIMSs,  where needed and ,  where needed and 
where agreedwhere agreed
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IMSsIMSs: points of vulnerability: points of vulnerability

Enabling TechnologyEnabling Technology
•• Something you know, hold, are, do; locationSomething you know, hold, are, do; location

•• Passwords, Tokens, BiometricsPasswords, Tokens, Biometrics

•• PasswordsPasswords
Overlooked, stolen,  password files cracked      Overlooked, stolen,  password files cracked      

•• TokensTokens
Stolen, copied/compromised, Stolen, copied/compromised, 

•• BiometricsBiometrics
Biometric reader weakened, compromised, Biometric reader weakened, compromised, 

•• Specific TerminalSpecific Terminal
Terminal hardware identity compromisedTerminal hardware identity compromised
In general:  eavesdropping on communications In general:  eavesdropping on communications 

links, manlinks, man--inin--thethe--middle attacksmiddle attacks
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IMSsIMSs: points of vulnerability: points of vulnerability

Enabling TechnologyEnabling Technology
•• Means to recognise unique identifier, allocate privileges Means to recognise unique identifier, allocate privileges 

associated with credentials presentedassociated with credentials presented
•• Failure at point of issue: incorrect credentials accepted Failure at point of issue: incorrect credentials accepted 

when password/token issued, biometric linked to individual when password/token issued, biometric linked to individual 
identityidentity

•• Failure / compromise of database of validating data against Failure / compromise of database of validating data against 
presentation of credentialspresentation of credentials

•• Failure of database/other technology in granting privileges Failure of database/other technology in granting privileges 
against credentialsagainst credentials

•• Failure properly to handle reFailure properly to handle re--issue of lost credentials, age issue of lost credentials, age 
and reand re--issue passwords/tokens,  fully to revoke obsolete issue passwords/tokens,  fully to revoke obsolete 
credentialscredentials
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IMSsIMSs: points of vulnerability: points of vulnerability

Management SystemManagement System
•• System fails to perform as specified;  emergency measures System fails to perform as specified;  emergency measures 

lack adequate securitylack adequate security
•• Access Control List / Validation database,  compromisedAccess Control List / Validation database,  compromised
•• Data accessed Data accessed –– unauthorised or unauthorised or ultra ultra viresvires
•• Data released Data released ultra ultra viresvires
•• System poorly protected and breached from outsideSystem poorly protected and breached from outside

Logically / PhysicallyLogically / Physically
•• Corruption within management personnelCorruption within management personnel

•• Data aggregated with other sources Data aggregated with other sources ……..

 



FIDIS 
Future of Identity in the Information Society (No. 507512) 

D6.7b 

 

D6.7b, Version: 1.0 
File: fidis-wp6-del6.7b.workshop_on_forensic_profiling.doc 

Page 31 

 

© Peter Sommer, 2007

IMSsIMSs: points of vulnerability: points of vulnerability

In general: anything based on ICT will be subject In general: anything based on ICT will be subject 
over time to over time to erosionerosion

•• What once worked well becomes weakened by:What once worked well becomes weakened by:
Prolonged Technical ExaminationProlonged Technical Examination
Spread of information about vulnerabilities fast and Spread of information about vulnerabilities fast and 
easy over the Interneteasy over the Internet
Increasing computer power makes brute force attack Increasing computer power makes brute force attack 
more feasible more feasible –– MooreMoore’’s Law variants Law variant
Falling computer costs makes brute force attack more Falling computer costs makes brute force attack more 
feasiblefeasible
““EsotericEsoteric”” hardware/software/technology becomes hardware/software/technology becomes 
widely availablewidely available
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Forensic ComputingForensic Computing

Most presentations are along the lines of:Most presentations are along the lines of:
•• What computer forensics can deliverWhat computer forensics can deliver

Hard disk analysisHard disk analysis
Network data capture and analysisNetwork data capture and analysis

•• How to do computer forensicsHow to do computer forensics
•• Protocols and ProceduresProtocols and Procedures
For our purpose I want to look at the nature For our purpose I want to look at the nature 

of Research in Forensic Computingof Research in Forensic Computing
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Aims of Digital ForensicsAims of Digital Forensics

•• To identify sources of evidenceTo identify sources of evidence
•• To acquire evidenceTo acquire evidence
•• To preserve evidenceTo preserve evidence
•• To analyse evidenceTo analyse evidence
•• To identify nonTo identify non--obvious sources of obvious sources of 

evidence evidence 
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How to Acquire EvidenceHow to Acquire Evidence

•• By preBy pre--planning planning –– system designsystem design
Access Control SystemsAccess Control Systems
Audit logsAudit logs
Serialing Serialing of transactionsof transactions
Authentication of People, Files, TransactionsAuthentication of People, Files, Transactions
Digital FingerDigital Finger--printing of documents, logs, etcprinting of documents, logs, etc

•• Forensic ComputingForensic Computing
Unintended Unintended ““digital footprintsdigital footprints””
Evidence identificationEvidence identification
Evidence PreservationEvidence Preservation
Evidence Analysis, often based on reverseEvidence Analysis, often based on reverse--engineering engineering 
of OS, apps, etcof OS, apps, etc
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History of Computer EvidenceHistory of Computer Evidence

•• 1950s1950s--1980s: print1980s: print--out as evidenceout as evidence
Practicalities of productionPracticalities of production
AdmissibilityAdmissibility

•• 198x >:  data recovery on hard198x >:  data recovery on hard--disksdisks
TechniquesTechniques
Forensic ReliabilityForensic Reliability
InterpretationInterpretation

•• 198x >: network forensics198x >: network forensics
Analysis of Log FilesAnalysis of Log Files
Capture of data in transmissionCapture of data in transmission
Forensic ReliabilityForensic Reliability
InterpretationInterpretation
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History of Computer EvidenceHistory of Computer Evidence

•• 199x >:  data recovery on hard199x >:  data recovery on hard--disksdisks
Reverse engineering to understand artefactsReverse engineering to understand artefacts
Growth of integrated commercial forensic Growth of integrated commercial forensic 
analysis productsanalysis products

•• 199x >: telecoms, ISP data199x >: telecoms, ISP data
•• 199x>: protocols, warrants for seizure of 199x>: protocols, warrants for seizure of 

many sorts of digital datamany sorts of digital data
•• 200x>: analysis of 200x>: analysis of PDAsPDAs, , cellphonescellphones, , 

cameras, MP3 players,  digital cameras, MP3 players,  digital cctvcctv
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History of Computer EvidenceHistory of Computer Evidence

Post 9/11:  LEPost 9/11:  LE--friendly surveillance friendly surveillance 
legislation: legislation: 

•• increases range of data that can seizedincreases range of data that can seized
•• increases circumstances in which data increases circumstances in which data 

can be seizedcan be seized
•• data retention regimes data retention regimes 
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Aims of Digital Forensic Aims of Digital Forensic 
ResearchResearch

•• To identify potential sources of digital To identify potential sources of digital 
evidence, chiefly unintended artefactsevidence, chiefly unintended artefacts

EgEg configuration, temporary files, dateconfiguration, temporary files, date--andand--
time stamps,  deleted but recoverable datatime stamps,  deleted but recoverable data

•• To examine and analyse themTo examine and analyse them
•• To derive, by the use of reverse To derive, by the use of reverse 

engineering and testing,  rules which engineering and testing,  rules which 
describe their behaviourdescribe their behaviour

•• To produce convenient tools which enable To produce convenient tools which enable 
these findings to be used during these findings to be used during 
investigationsinvestigations
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Aims of Digital Forensic Aims of Digital Forensic 
ResearchResearch

Motivations:Motivations:
•• To solve a problem within a particular To solve a problem within a particular 

investigationinvestigation
•• Geek FunGeek Fun
•• To develop a commercial productTo develop a commercial product
•• To improve oneTo improve one’’s academic standings academic standing
•• To give Law Enforcement an advantage?To give Law Enforcement an advantage?
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Digital Forensic ResearchDigital Forensic Research

HardHard--disk based:disk based:
•• Recovered FilesRecovered Files

Deleted, modified files Deleted, modified files –– goes to intentgoes to intent

•• MSOffice MSOffice ““propertiesproperties”” / metadata/ metadata
May show authorship,  revisionsMay show authorship,  revisions

•• Internet cacheInternet cache
Shows patterns and history of Internet usage Shows patterns and history of Internet usage –– goes to goes to 
intent, state of mindintent, state of mind
Search engine requests Search engine requests 

•• OS setOS set--upup
Accounts, passwords, may show authorshipAccounts, passwords, may show authorship

•• System Registry (Windows)System Registry (Windows)
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Digital Forensic ResearchDigital Forensic Research

•• System Restore PointsSystem Restore Points
•• P2P software artefacts, database and logging P2P software artefacts, database and logging 

filesfiles
•• Chat software artefacts, database and logging Chat software artefacts, database and logging 

filesfiles
•• Exif Exif DataData
•• LNK filesLNK files
•• Thumbnails Thumbnails –– thumbs.db etcthumbs.db etc
•• Email headersEmail headers
•• Desktop indexing artefactsDesktop indexing artefacts
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Digital Forensic ResearchDigital Forensic Research

33rdrd party logs:party logs:
•• Web logsWeb logs
•• IDS logsIDS logs
•• Remote service antiRemote service anti--virus logsvirus logs
•• Telco logs, landline, cell, ISPTelco logs, landline, cell, ISP
•• ISP RADIUS logsISP RADIUS logs

Aim is to audit 
activity,  seek 
corroboration 

and hence 
identify specific 

individuals
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Squid LogsSquid Logs
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Network LogsNetwork Logs
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Digital Forensic ResearchDigital Forensic Research

InterceptionInterception
•• Who contacted whom, when, for how long Who contacted whom, when, for how long 

–– and what was said.and what was said.
•• Forensics:  how do you do this practically Forensics:  how do you do this practically 

and with integrityand with integrity--checking?checking?
•• Law:  how do you do this legally?Law:  how do you do this legally?

Most jurisdictions distinguish between content Most jurisdictions distinguish between content 
and traffic data and traffic data –– in terms of warrants required in terms of warrants required 
/ level of intrusion/ level of intrusion
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Practical InvestigationsPractical Investigations

•• Multiple streams of evidence to build Multiple streams of evidence to build 
a detailed picturea detailed picture

•• Corroboration from several weak Corroboration from several weak 
streamsstreams
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Data Protection PrinciplesData Protection Principles

7.7. Appropriate measures against Appropriate measures against 
unauthorised and unlawful useunauthorised and unlawful use

8.8. NonNon--transference outside EUtransference outside EU

Exemptions:Exemptions:
National Security, crime,  taxation, health, National Security, crime,  taxation, health, 

education, social work, regulatory education, social work, regulatory 
activity, journalism,  research, history, activity, journalism,  research, history, 
statistics, legal proceedingsstatistics, legal proceedings

© Peter Sommer, 2007

FIDIS type 2 FIDIS type 2 IMSsIMSs::
•• CellCell--site analysissite analysis
•• Automatic Number Plate Recognition / Automatic Number Plate Recognition / 

Traffic Congestion ChargingTraffic Congestion Charging
•• RadioRadio--based traffic chargingbased traffic charging
•• Oyster CardsOyster Cards
•• Swipe cards for physical access controlSwipe cards for physical access control
•• CCTV + facial recognitionCCTV + facial recognition
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FIDIS type 2 FIDIS type 2 IMSsIMSs::
•• Credit cards Credit cards –– general and specialised:  general and specialised:  

purchases plus locationspurchases plus locations
•• Store Loyalty cardsStore Loyalty cards
•• Library books taken outLibrary books taken out
•• Medical databasesMedical databases
•• Education databasesEducation databases
•• GoogleGoogle logslogs

© Peter Sommer, 2007

BroadBroad--based ID cards:based ID cards:
•• Leave a trail each time they are Leave a trail each time they are 

presented:presented:
•• Locations,  movementsLocations,  movements
•• Use of social and medical servicesUse of social and medical services
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Understanding the ProblemUnderstanding the Problem

•• Data obtained by LE without warrant remains Data obtained by LE without warrant remains 
unusable in court proceedingsunusable in court proceedings

•• Data held by 3Data held by 3rdrd parties and then ceded to LE parties and then ceded to LE 
under warrant:  provided original warrant is valid,  under warrant:  provided original warrant is valid,  
33rdrd parties may not be able to restrain subsequent parties may not be able to restrain subsequent 
use use 

•• Data obtained by LE with a warrant but used Data obtained by LE with a warrant but used ultra ultra 
viresvires through technical ingenuity through technical ingenuity –– courts may courts may 
lack the understanding to forbid its use.lack the understanding to forbid its use.

•• Position of data aggregation by LE unclear but Position of data aggregation by LE unclear but 
appears unprotected by courtsappears unprotected by courts

© Peter Sommer, 2007

Remedies?Remedies?

•• First step is to describe the problemFirst step is to describe the problem
•• Can we frame precise laws?Can we frame precise laws?
•• Do we grant judges discretion to Do we grant judges discretion to 

exclude for exclude for ““unfairnessunfairness”” or or ““abuse of abuse of 
processprocess””??

•• ????????
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FIDISFIDIS
Profiling MeetingProfiling Meeting

1 October 20071 October 2007
NFINFI

Identity Management SystemsIdentity Management Systems::
the forensic dimensionthe forensic dimension

PeterPeter SommerSommer
London School of EconomicsLondon School of Economics
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NEDERLA
NDSFORE
NSISCHIN
STITUUT

Outline
1. M ission, motivation and 

activities of KECIDA
2. Example activity: exploration of 

Social Network Analysis

NEDERLA
NDSFORE
NSISCHIN
STITUUT

KECIDA: Motivation
• The scale of individual agencies is too small 

to efficiently organize the required capacity, 
knowledge and facilities

• Many efforts like building knowledge are 
carried out multiple times.

• Natural mechanisms for synergy between 
applications are lacking if they are organized 
individually.
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STITUUT

KECIDA: Activities (2)
• To supply a safe environment where other 

security agencies (OOV) can work together 
and try out state-of-the-art analysis 
techniques without interrupting their 
operational processes.

• To mediate between scientific institutes and 
security agencies and between suppliers of 
products and security agencies.

• To organize training to use relevant 
methods and techniques.

NEDERLA
NDSFORE
NSISCHIN
STITUUT

SNA - criminal network analysis

• What subgroups exist in the network?
• How do these subgroups interact with 

each other?
• What is the overall structure of the 

network?
• What are the roles network members 

play?
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NDSFORE
NSISCHIN
STITUUT

SNA – Coplink Example (2)

• Several subgroups 
with their leaders 
detected
• Strength of 
relationships between 
subgroups calculated

NEDERLA
NDSFORE
NSISCHIN
STITUUT

SNA - Activities
• Collect literature
• Establish contacts with universities
• ‘Quickscan’ SNA software 
• Pilot project
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NEDERLA
NDSFORE
NSISCHIN
STITUUT

SNA - issues (2)
Large datasets
• Computer memory limitations
• Comprehensible visualization

>>> first identify 
components or 
clusters and 
select partitions

NEDERLA
NDSFORE
NSISCHIN
STITUUT

SNA - issues (1)
• Data transformation - extracting links
• Merging data sources - record 

matching
• Multiple types of relations - modality
• User friendliness of software

• (Open source) freeware from the scientific 
community - for developing?

• Commercial software for end users - for 
implementing?
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NEDERLA
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NSISCHIN
STITUUT

SNA - issues (3)
How to use the result?
• in an investigation

• network detection
• network visualization
• network parameters: centrality, 

betweenness, closeness, density
• equivalence of networks

• in court
• reliability, viability, evidence?

NEDERLA
NDSFORE
NSISCHIN
STITUUT

Pilot project
Challenges
Coordinate working with different agencies
• Define a realistic scope
• Select data to use
• Choose software
• Security measures
• Privacy regulations
• Merge data from different agencies
• Share project results
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SNA - share knowledge (2)

Expectation management
• You can’t just “ load a database” , look 

at the pictures and start arresting new 
suspects.

• Most of the work will be preparation 
of the data.

• Human intelligence is necessary to 
get usable results.
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““WP 6.7: Forensic WP 6.7: Forensic 
ProfilingProfiling””

Data Protection issues

Fanny Coudert 
ICRI – Universiteit Katholieke Leuven

““WP 6.7: Forensic WP 6.7: Forensic 
ProfilingProfiling””

Data Protection issues

Fanny Coudert 
ICRI – Universiteit Katholieke Leuven
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27.12.2007 FIDIS - Future of Identity in the 
Information Society (No. 507512)

2

AgendaAgenda

Applicability of data protection 
legislation
Data protection implications of 
Profiling
Questions and Answers

27.12.2007 FIDIS - Future of Identity in the 
Information Society (No. 507512)

4

Concept of Personal dataConcept of Personal data

”Information related to identified or 
identifiable individual”

- Direct/Indirect relation 
between the data and the 
individual
- Possible link to be established
- Intention of the controller: 
e.g. damages caused by graffiti
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27.12.2007 FIDIS - Future of Identity in the 
Information Society (No. 507512)

6

LimitedLimited scope of scope of applicationapplication
of the Data of the Data ProtectionProtection
DirectiveDirective

Data Protection Directive only applies
to First Pillar activities
Forensic Profiling usually pertains to 
IIIrd Pillars activities
Personal data obtained from the Ist
Pillar activities: the PNR Judgement

27.12.2007 FIDIS - Future of Identity in the 
Information Society (No. 507512)
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AgendaAgenda

Applicability of data protection 
legislation
Data protection implications of 
Profiling
Questions and Answers
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ProfilingProfiling: data : data protectionprotection
implicationsimplications

Quality of the data
Automated profiles 

27.12.2007 FIDIS - Future of Identity in the 
Information Society (No. 507512)
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QualityQuality of the data (2/2)of the data (2/2)

Accuracy
of the data: witness testimonies, personal
evaluations, etc.
Of the profile: probabilistic reasonning, margin 
of error

Storage of the data:
Kept up to date
Stored no longer than necessary

Specific provisions for biometrics, DNA…
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QuestionsQuestions and and AnswersAnswers

Thank you for your attention!
Any questions?

fanny.coudert@law.kuleuven.be
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Outline
• Introduction
• Keileweg experiment
• Casework – further developments
• Software

NEDERLA
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Where did the perpetrators come from?
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Problems current procedure
• Lack of context (analyst needs to 

know the scene)
• No connection between different 

video streams
• Playing and replaying important 

parts is a lot of work
• Combining data to other evidence 

is difficult (phone cams, GSM-data 
etc)

NEDERLA
NDSFORE
NSISCHIN
STITUUT

Aim of the project
The aim of the project is to get an organization for: 
• Finding and downloading CCTV. 
• Converting CCTV data into synchronized movie 

files. 
• Analyzing CCTV, and movies from other 

sources, in context of space and time. 
• Updating technology and 3d-models. 
• Research on better methods for tracking people 

and cars, and detection of patterns in 
movements that require police attention. 
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Aim of the project
The aim of the project is to get an organization for: 
• Finding and downloading CCTV. 
• Converting CCTV data into synchronized movie 

files. 
• Analyzing CCTV, and movies from other 

sources, in context of space and time. 
• Updating technology and 3d-models. 
• Research on better methods for tracking people 

and cars, and detection of patterns in 
movements that require police attention. 
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STITUUT

CCTV data

• NFI got permission to use public CCTV data for 
experiments. 

• Footage of 12 different security cameras in 
Rotterdam was obtained. 
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‘Perpetrators’

• 4 people 
• 1 car
• 1,5 hours

NEDERLA
NDSFORE
NSISCHIN
STITUUT

New procedure
• Synchronisation of video streams
• Building of a 3D model
• Placing of virtual cameras
• 3D reconstruction of movements
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Synchronisation
Complications:
• Multiplexed

video streams
• Dynamic frame 

rates

Future:
Optical
Character
Recognition
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3D model by aerial stereo photography

• Large area
• Not very much detail 
• Accuracy: +/ - 50 cm 

Future: 
Experiments with other 3D models (by laser scan, from helicopters etc)

+ =

NEDERLA
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Virtual cameras
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Reconstruction of movements

Suspect car seen on 4 different cameras

NEDERLA
NDSFORE
NSISCHIN
STITUUT

Reconstruction of movements

Camera image of the car 3D model of the car
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Do the results from tracking in CCTV 

match with the GPS data ?

Distance: 1290 m

Distance: 1350 m
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Advantages of a 3D model
• Overview (not necessary to know 

the scene)
• Visualization of movements
• Ability to look at the scene from 

different perspectives
• Ability to test testimony’s

NEDERLA
NDSFORE
NSISCHIN
STITUUT

Nederlands Forensisch Instituut Laan van Ypenburg 6, 2497 GB Den Haag

Casework
Further developments
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Synchronized video streams
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Cell sites
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Animation

NEDERLA
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NSISCHIN
STITUUT

Event viewer

Mobile phone data Video report

Synchronized video streams

Event viewer

3D model
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Software for detecting people
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Selected camera 
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Detections of all persons in the selected camera
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Detections of 1 selected person in all cameras

NEDERLA
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Saved detections
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Right detections
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Wrong detections
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Synchronisation tool

• Optical Character Recognition
• Automatic synchronisation of video streams

NEDERLA
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NSISCHIN
STITUUT
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